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|. O0mue cBexenus

OOecneueHne 0€30IaCHOCTH I/IH(1)OpMaI_II/II/I B aBTOMATU3HUPOBAHHBIX CUCTEMAX,
HCIIOJIb3YEMBIX B TOM YHUCJIC HA 00BeKTax KpHTquCKOﬁ HH(I)OpMaHHOHHOﬁ

06.033
UHQPACTPYKTYPbI, B OTHOIIEHUH KOTOPBIX OTCYTCTBYET HEOOXOIUMOCTh
IIPUCBOCHUA UM KaTel"OpI/Iﬁ 3HAYUMOCTHU
(HanMeHOBaHHE BUAA MTPOPECCHOHANBHON AEITETBHOCTH) Kon

OcHoBHas Ociib BUaa HpO(i)eCCI/IOHaHBHOI\/'I ACATCIIbHOCTH!

[ToBblIIeHNE 3aIUIIIEHHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM, (PYHKIIHOHUPYIOIIUX B YCIOBUAX
CYIIECTBOBAHMS yrpo3 B MHPOPMALMOHHOM cdepe 1 061a1at0nuX HHHOPMAITMOHHO -
TEXHOJIOTHYECKUMHU pECypcamMH, MOJIICKAIIUMH 3alUTe, UCIOIb3yEMBIX B TOM YHCIIE Ha 00BEKTax
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KPUTHYECKOW MHPOPMALMOHHOW HHPPACTPYKTYPhI, B OTHOIIEHUH KOTOPBIX OTCYTCTBYET
HE00X0IMMOCTh IPUCBOCHUS MM KaTETOpUil 3HAYUMOCTH

I'pynna 3anarwmii:

1213 PykoBoauTenu B o6macTu 2512 Pazpabotunku nporpaMMHOTO
OTIpE/ICIICHUS TIOJIUTUKU U obecrnieueHHs
TUTAHUPOBAHUS JIESITEITLHOCTH
2523 CrnenuanucThl Mo KoMnbploTepHbiM | 3513 CriennanucTbl-TEXHUKHU T10
CeTSIM KOMITBIOTEPHBIM CETSIM M CHCTEMaM
(xom OK3?Y) (HaumMeHoBaHHE) (xom OK3) (HanMeHOBaHME)

OrHecenue K BUJaM SKOHOMHUYECKOH JACATCIIBHOCTU

62.09 JlesATeIbHOCTD, CBSA3aHHAs C MCIOJb30BaHUEM BbIYMCIUTEILHON TEXHUKH H
HHGOPMAITMOHHBIX TEXHOJIOTHI, TIpoYast

(xom OKBD]I?) (HaMMEHOBaHKE BUa SKOHOMHYCCKON JEATSILHOCTH)



npodeccnoHaIbHON 1eATeIbHOCTH)

II. Onucanue TpyaA0BbIX PYHKIMIA, BXOAALIMX B IPO(PeCcCHOHANBbHBIN cTaHAAPT (PYHKIHOHAJIbHAA KapTa BHAA

O060011eHHbIe TPYIOBBIE (HYHKIUU TpynoBsie GyHKIHH
YPOBEHb
KOJI HanmenoBanue YPOBEHD HaVMEHOBAaHUE KOJ{ (moxypoBeHb)
KBaJTU(PUKAITH
KBaJIM(pUKALIMK
A OO6cmyXuBaHUE CUCTEM 3alllUTHI 5) [IpoBeneHne TeXHNYECKOTO 0OCTYKUBAHUS CUCTEM A/01.5 5
nHpOpManuu B 3anIUThl HHGOpPMAIH aBTOMAaTH3UPOBAHHBIX CHCTEM
aBTOMAaTH3UPOBAHHBIX Benenne TexHHUECKOM TOKYMEHTAIIUH, CBS3aHHOM C AJ02.5 5
cHCTeMax, MCIOJIb3YEMbIX B TOM IKCIUTyaTalie CUCTEM 3alUThl HH(OpMAIN
qrcie Ha 00beKTax ABTOMAaTH3UPOBAHHBIX CHCTEM
KPUTHYECKOW MH(POPMAIMOHHOK OGecrieuenue 3anuThl KHOOPMAIIUHU TIPU BBIBOJIE U3 A/03.5 5
WHQPPACTPYKTYPHI, B OTHOIIICHUH AKCIUTyaTaIl[ii aBTOMAaTU3UPOBAHHBIX CUCTEM
KOTOPBIX OTCYTCTBYET
HE0OX0IMMOCTb MTPUCBOCHUS UM
KaTeropuii 3HaYMMOCTH
B O0ecrieyeHune 3anTh 6 JlnarHocTrka CUCTEM 3aIIUThl HHPOPMAITHH B/01.6 6

uHpopMaluu B aBTOMAaTH3UPOBAHHBIX CUCTEM
aBTOMATHU3UPOBAHHBIX AJMUHUCTPUPOBAHHUE CUCTEM 3alUTHI HH(OpMaLIUU B/02.6 6
cucTeMax, MCII0JIb3YEMbIX B TOM aBTOMAaTH3UPOBAHHBIX CUCTEM
YHUCIIe Ha 00BbEKTax Ynpasnenue 3amuToi nHGopMaIuu B B/03.6 6
KPUTUYECKOH MHPOPMALIMOHHON ABTOMAaTH3WPOBAHHBIX CHCTEMaX
MH(pPACTPYKTYPBI, B OTHOLICHHH ObecnevyeHre paboTOCTIOCOOHOCTH CUCTEM 3aIUThI B/04.6 6
KOTOPBIX OTCYTCTBYET UH(pOpMAaLUU PU BOSHUKHOBEHUN HEIUTATHBIX
HE00X0IMMOCTb IPUCBOEHUS UM cuTyanuii
KaTeropuii 3Ha4YUMOCTH, B MOHUTOPHHT 3aIIUIIEHHOCTH HH(POPMALINH B B/05.6 6
ponecce ux dKCIiryaTaiuu aBTOMATU3UPOBAHHBIX CUCTEMAX

AyIuT 3alUIIEeHHOCTH HH(pOpMaluy B B/06.6 6

aBTOMAaTH3MPOBAHHBIX CHCTEMaX

VYcTaHOBKa ¥ HACTPOWKA CPENICTB 3aLUThI B/07.6 6

UH(pOpMALIMU B aBTOMATU3UPOBAHHBIX CUCTEMAX

PazpaboTka opraHu3allMOHHO-PACTIOPSIUTEIbHBIX B/08.6 6

JAOKYMCHTOB II0 3alIUTC HH(bOpMaHHH B
ABTOMATHU3UPOBAHHBIX CUCTCMAX




AHanu3 ysa3BUMOCTEN BHEPSIEMOMN CUCTEMBI 3aIUTHI B/09.6
uHpOpMaLn
BHenpenne opraHu3allMOHHBIX Mep 10 3allUTe B/10.6
UHPOpPMALIMU B aBTOMATU3WPOBAHHBIX CHCTEMaX
PazpaboTka cucTem 3aluThl TectupoBaHue CUCTEM 3aIIUTHI HHPOPMALIUU C/01.7
uHpOpMAIUH ABTOMATH3UPOBAHHBIX CHCTEM
aBTOMATH3UPOBAHHBIX CUCTEM, Pa3paboTka MpOEKTHBIX PEIICHHH MO 3alIUTe Cl02.7
MCTIOJIB3yEeMBIX B TOM YHCIIE HA MHPOpPMALIMU B aBTOMATU3UPOBAHHBIX CHCTEMaX
00BbeKTaxX KpUTHYECKOM Pa3paboTka SKCIUTyaTallMOHHON TOKYMEHTAllN! Ha C/03.7
MH(pOpPMAITMOHHOM CHCTEMBI 3alTUThl HHGOPMAIIUH aBTOMATH3UPOBAHHBIX
MHQPPACTPYKTYPHI, B OTHOIICHUH cucTeM
KOTOPBIX OTCYTCTBYET Pa3paboTka nporpaMMHBIX B IporpaMMHO-anmapatueix | C/04.7
HEOOXOIMMOCTh MPUCBOCHHUS UM CPEJCTB JJIsl CUCTEM 3allUThl HH(pOpMaLUK
KaTeropuii 3Ha4UMMOCTH ABTOMAaTH3UPOBAHHBIX CHCTEM
dopmupoBaHre TPEOOBAHUIA K O6ocHOBaHUE HEOOXOAUMOCTH 3aIuThl HHGopmaruu B | D/01.7
3antuTe HHPOpPMaInu B aBTOMAaTH3UPOBAHHOM CUCTEME
ABTOMAaTHU3UPOBAHHBIX Onpenenenue yrpo3 0e30macHOCTH HHGOPMAIHH, D/02.7
CUCTEMAaX, HUCMOJIb3YEMBIX B TOM o0OpabaTpiBacMOi aBTOMAaTHU3UPOBAHHON CUCTEMOM
qucliie Ha 00beKTax Pa3paboTka apXUTEKTYpbl CUCTEMBI 3aIUThHI D/03.7
KpUTHYECKOU NH(POPMAITMOHHOMN uHGOpPMAaIMY aBTOMATU3UPOBAHHON CHUCTEMBbI
MH(PACTPYKTYPbI, B OTHOLICHHH MopaenupoBaHue 3aIIHUIIEHHBIX aBTOMAaTHU3WPOBAHHBIX D/04.7

KOTOPBIX OTCYTCTBYET
HEO0OXO0IMMOCTb MTPUCBOCHUS UM
KaTeropuit 3Ha4MMOCTH

CHCTEM C IIEJIbI0 aHAIN3a UX YSA3BUMOCTEH 1
3¢ (PEeKTUBHOCTH CPEACTB U CIIOCOOOB 3alTUTHI
uHbopmaruu
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II1. XapakrepucTuka 00001IEHHBIX TPYAOBbIX (PYHKIMH

3.1. O0o01menHast TpyaoBasi pyHkuus

OO0cmyxrBaHUE CHCTEM 3aIUTHl HHPOPMAIUH B

ABTOMAaTU3UPOBAHHBIX CUCTEMAX, UCMOJIb3YEMBIX B

TOM YHCJIe HAa 00bEKTaX KPUTHYECKOU YpoBeHb
HaumenoBanue . Kon A 5

nH()OPMAMOHHON HHPPACTPYKTYPHI, B OTHOIICHUT KBaIMpUKaLIH

KOTOPBIX OTCYTCTBYET HEOOXOIUMOCTb MPUCBOCHUS

VM KaTeropuil 3Ha4UMOCTH
[Ipoucxoxnenue

. . 3anMMCTBOBAHO U3
0000IICHHO! TPYTOBOI OpuruHan X
OpUIMHalIa
GbyHKIIIU
Kon PerucrpanmonHsIit
opuruHaia HOMED
npoeccHoHaNBHOTO
crapgapTa

Bo3sMmoxHbIe Texnuk no 3ammre nHbopmaiuu I kareropun
HaVMEHOBAaHUsA Texnuk nmo 3amure nHpopmaruu 11 kareropun
IOJKHOCTEM, Texauk mo 3anmre HHGOPMAITHH
npodeccuit
TpebGoBanus k Cpennee npodeccrnoHaibHOE 00pa30BaHKE — MPOTPAMMBI TTOTOTOBKH
00pa30BaHUIO U CHEIHAIMCTOB CPEAHET0 3BE€HA MO MPO(UIIO AeATEIbHOCTH
00y4YCeHHIO

TpebGoBanus k onbITy | JIJ1s1 OMDKHOCTEH C KaTErOpuel — OIBIT paboTHI B JOJDKHOCTH C OoJiee
MPaKTUYECKOU pabOThl | HU3KOU (MPEIIeCTBYIONIEH) KaTerOprei He MEHEe OTHOTO To/1a

Oco0Oblie ycrmoBHst -
JoTycKa K paboTe

Hpyrue PekoMeHtyeTcst JOTOTHUTEbHOE TIPO(ECCHOHATBHOE 00pa30BaHKE —
XapaKTePUCTHKH MIPOrPaMMBbI TIOBBIIICHHS KBAIM(DUKALIMK B 00J1aCTH HH(POPMAIIMOHHOM
0€30I1aCHOCTH

,HOHOJ'IHI/ITCJ'IBHI)IC XapaKTECPUCTHUKU

HaumenoBanue Kox HaumenoBanue 06a30Boii rpymbl, JOHKHOCTH
JOKYMEHTa (mpodeccun) nim cnenuaIbHOCTH
OK3 3513 CrnenuanucTbl-TEXHUKU 110 KOMIIBIOTEPHBIM CETIM U
CUCTeMaM
EKC?® - TexHuk 10 3anuTe HHGOPMAITUU
OKIIITP* 27032 TexHuk mo 3ammre nHOPMaITUU
OKCO® 2.10.02.01 Opranu3anys ¥ TEXHOJIOTHUS 3aIUThl HHPOPMALIUH
2.10.02.02 WNndopmanronnas 6e301macHOCTb
TEJIEKOMMYHUKAIIHOHHBIX CUCTEM
2.10.02.03 WudopmanrionHas 6e30macHOCTb aBTOMATU3UPOBAHHBIX
cHCTeM




3.1.1. TpynoBasi pyHKUHSA

[IpoBeneHne TEXHUIECKOTO 0OCTYKUBAHUS YpoBeHb
HaumenoBanne | CUCTEM 3aIUThI HH(pOpMAIHN Kon | AJ01.5 | (momypoBenn) 5
aBTOMAaTU3UPOBAHHBIX CUCTEM KBaMHUKaIIH
IIpoucxoxaenue TpyaoBon Opurmsan X 3auMCTBOBAHO U3
GbyHKIIIHU OpHUruHasa
Kon Perucrpanmonnstit
opuruHaia HOMEDP
po(ecCHOHANBEHOTO
craggapTra
Tpynoseie nencTBUs [IpoBepka  paGOTOCHOCOOHOCTH  CHCTEMBI  3alUTBl  MHQOpPMAIMU

aBTOMaTHSHPOBaHHOfI CHUCTEMBI

KoHTponps cooTBeTcTBUS KOHQUIYpalluu CHUCTEMBI 3alllUThl MH(DOpMALUH
ABTOMAaTHU3UPOBAHHON CUCTEMBI €€ HKCIUTyaTallHOHHON JOKYMEHTAIIMU

KoHTponps cTaOMIBHOCTH XapaKTEpPUCTUK CHUCTEMBI 3aLIUTHl MHQOpMAaIUU
ABTOMAaTU3UPOBAHHOM CHCTEMBI

Heobxonumblie ymeHust

KondurypupoBarh  mapameTpbl  CHUCTEMBI  3alUTHl  WH(OpMaIuu
ABTOMAaTU3UPOBAHHOW CHUCTEMBbI B COOTBETCTBHM C €€ JKCILTyaTallMOHHOW
JIOKYMEHTaluen

OO6HapyXUBaTh U YCTPAHATHh HEUCTIPABHOCTH CUCTEMBI 3aITUTHI HHGOPMAITHT

ABTOMAaTHU3UPOBAHHOU CHUCTEMBI COTJIACHO IKCIUTYaTallMOHHOU
JOKYMEHTAI1

[Ipou3BOINTH MOHTAX M JUArHOCTHKY KOMIIBIOTEPHBIX CETEi

Hcnonb3oBath  TUNOBBIE  KpUNTOrpadUyecKUe  CpeACTBa  3alllUTHI

nHpopMaluy, B TOM YHUCIIE€ CPEICTBA IEKTPOHHOM MOIIICH

Heo06xoanMele 3HaHUS

TumoBbie cpeAcTBA M METOABI 3aIIUTHl HHPOPMAIMK B JIOKATBHBIX H
ri100aIbHBIX BEIYUCIATEIBHBIX CETAX

bazoas KOH(Urypauus CUCTEMBI
ABTOMATU3UPOBAHHOM CUCTEMBI

3aIUThI uHhopmauu

Oco0OeHHOCTH TPUMEHEHHUS NPOTPaMMHBIX U MPOrPaMMHO-ANMapaTHBIX
CPEICTB 3alUThl HHOPMAIIMK B aBTOMAaTU3UPOBAHHBIX CUCTEMAax

TunoBble  cpeincTBa, METOAbBI W MPOTOKOJBI  MACHTU(UKALINU,
ayTeHTU(UKALUU U aBTOPU3ALIUN

HOpMaTI/IBHLIe IIPpaBOBLIC AKThbI B obmactu 3allUThI I/IH(I)OpMaI_II/II/I

OpranuzanroHHbIE MEPHI 110 3alIUTe HH()OPMALIUN

Jlpyrue
XapPaKTCPUCTUKHU

3.1.2. TpynoBas GpyHKUHSA

HanmenoBanue

IIpoucxoxaenue TpyaoBon
GbyHKIIN

Benenue TexHuueckon TOKyMEHTAIUU, Y pOBeHB
CBSI3aHHOM C 3KCIUTyaTallMeld CUCTEM 3allUThl Kog | AJ02.5 | (nomyposenn) 5
nH(MOpPMAalUK aBTOMATU3UPOBAHHBIX CHCTEM KBATH(HKALIH

3anMCTBOBAHO U3

Opurunan X
OpI/IFI/IHaHa
Kon PerucrpanuonHstit
OpI/II‘I/IHaJ'Ia HOMCp
po(heCCHOHANBEHOTO

CcTapgapTra




Tpynoseie nencTBus

Benenne pokymeHTOB y4yera, o0OpaOOTKM, XpaHEHHS M Iepejauu
nH(GOpMAIIMK OTPAaHUYEHHOTO JOCTYIa

WudopmupoBanue nepcoHana 00 yrpozax 6e30nacHoCcTd nHGOpMaImu

NudopmupoBanue nepcoHana o0 mpaBuiaX dKCIUTyaTallud CUCTEMBI 3aIUThI
ABTOMATH3UPOBAHHOM CUCTEMBI M OT/ICIIHHBIX CPEJICTB 3alIUThl HHPOPMAIHH

BeneHnue mpoTOKOJIOB M JKYpHAJIOB ydeTa MPH M3MEHEHHH KOH(HUTYpanuu
CHCTEM 3aIIUThl THPOPMALIMU aBTOMATU3UPOBAHHBIX CUCTEM

BCI[GHI/IG IIPOTOKOJIOB M ) XYPHAJIOB YUCTA IPU OCYIICCTBJICHUN MOHUTOPUHT A
CHUCTEM 3alIHUThI I/IH(l)OpMaIII/II/I ABTOMATU3HUPOBAHHBIX CUCTEM

BeneHne npoTOKOJNIOB M JKYpPHAJIOB ydeTa IIpU OCYLIECTBICHUH AyAUTA
CHUCTEM 3allUThl UH(POPMALIMY aBTOMATH3UPOBAHHBIX CHCTEM

[loarotoBka cBeaeHuii 00 OTCYTCTBMM HEOOXOAMMOCTU TPHUCBOEHHUS
KaTeropuil  3HAYMMOCTH  OOBEKTY  KPUTHYECKOH  HMHQPOPMAIMOHHOMN
MH(QPACTPYKTYpbl, Ha KOTOPOM HCIIOJIb3YETCS aBTOMAaTU3MPOBAHHAA
CHUCTeMa, M HalpaBJI€HHWE B MUCBMEHHOM BHJI€ OTHX CBEJICHUN B
(dbenepanbHBIN OpraH UCIOJIHUTEILHOM BIIACTH, YITOJHOMOYEHHBIN B 007IaCTH
obecrnieueHus 0e30macHOCTH KPUTHUYECKOH MH(OPMaLIMOHHON
nH}pacTpykTypsl Poccutickoit denepannm, 1Mo yrBepkaeHHON UM hopme

Heobxonumblie ymeHust

OdopMIsATh TOKYMEHTALIMIO MO perjiaMeHTallid MEPOINPUITHI U 0Ka3aHUIO
ycIyT B 00J1aCTH 3aIIMThl HH(pOpManuu

OdopmasTh  TEXHHMYECKYH0  JOKYMEHTAIIMIO B  COOTBETCTBHH  C
HOPMAaTUBHBIMH MPABOBBIMH aKTaMH B 00JIaCTH 3aIIUTHI HH(pOpMaLU

Heo06xoanMele 3HaHUS

HopmartuBHble npaBoBbI€ aKThl B 00JIACTH 3aIUTHI HHPOPMAIH

OCHOBHBIE METOAMYECKHE W PYKOBOJIINE JOKYMEHTHI (eneparTbHbIX
OpraHOB  WCIIOJHHUTEIBHOW  BJIACTH, YINOJHOMOYEHHBIX B  O0JIaCTH
obecnieueHust ”HPOPMAITMOHHOW 0€301MacCHOCTH, 0€301acHOCTH UHPOPMAITHHI
B KITFOUEBBIX cUcTEMax nH(pOpPMAITMOHHOM UH(PPACTPYKTYPHI,
MPOTHBOJCHCTBUS TEXHHYECKHUM pa3BeKaM M TEXHUYECKOW 3allHThI
nHpopManuu

DKcIlyaTallnOHHAsl U MPOEKTHAas JTOKYMEHTallls Ha aBTOMAaTU3UPOBAHHYIO
CUCTEMY

OCHOBHBIC METObI OopraHusanuun u IIPOBEACHUA TEXHHUYCCKOT'O
O6CJ'Iy>KI/IBaHI/I5I TEXHUYCCKUX CPEACTB I/IH(l)OpMaTI/IBaI_II/II/I

OpranuzanroHHbIe MEPHI 10 3alIUTe HH(DOpMaLIUU

Hpyrue
XapaKTEPUCTUKHU

3.1.3. TpynoBasi pyHkuus

Ob6ecrieyeHue 3amuThl HHGOPMALIHU TIPH VpoBeHsb
HamMenoBanue | BBIBOJIC M3 DKCILIyaTallMd aBTOMAaTu3upoBanHbix | Kox | A/03.5 | (momyposems) 5
CUCTEM KBaITU(UKAITAN

IIpoucxoxaenue TpyaoBon
GbyHKIIH

3anMCTBOBaHO U3
Opurunan X
OpUTHHAJA
Kon PerucrpanuonHstit
OpHTI'MHAIA HOMEp
poQeCCHOHATHFHOT O

CcTapgapTra
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Tpynoseie nencTBus

BxittoyeHne B OpraHn3aliOHHO-PacTIOPSIUTEIbHbIE JOKYMEHTHI 110 3allUTe
uHbOpMAIlMK TIPOLEAYp YHHUYTOXEHUS (CTUpaHusi) uWHPOpMAIUMU Ha
MAIIMHHBIX HOCHUTENSAX, a TaKXKe KOHTPOJS YHUYTOKEHHUS (CTHpaHus)
uHbopMaun

YHuuroxxenue (CTUpaHue) MHPOpMAIMM Ha MAlIMHHBIX HOCUTEISAX MPU UX
nepeaye MeXy MoJb30BaTeNIIMU, B CTOPOHHUE OpPraHu3aluy JUisi pEMOHTA
WM YTUIN3AlKHY, a TAK)KE KOHTPOJIb YHUUTOXKEHUS (CTUPAHUSA)

du3nueckoe  YHHYTOKCHHWE  MAIIMHHBIX ~ HOCHUTENeH  MH(OpMaIm,
o0OpabaTbIBaeMOi aBTOMATU3UPOBAHHON CHCTEMOM

ApxuBupoBanue wuH(popMaruy, o0pabaThiBaeMOil aBTOMATH3MPOBAHHOU
CUCTEMOM

Heobxonumblie ymeHust

Hcnonb3oBaTh MporpaMMHBIE CPeICTBA Ui apXUBHUPOBaHMSI HH(OpMaLIUK

Hcnonp3oBaTh mporpaMMHbBIE U NPOTrpaMMHO-aNNapaTHbIE CpPEACTBa IS
YHUUYTOKEHHUS (CTUpaHus) MHPOpPMAIMK U HOCUTENeH nHpopmanun

Wcnonb3oBath  TUNOBBIE  KpUNTOrpaUUYecKUe  CpeACTBa  3alllUTHhI
nH(popMalKY, B TOM YHCIIE 3JIEKTPOHHYIO MOIUCH
Heobxonumebie 3Hanust | [Iponenypsl apXWBUPOBAHUS uHpopMaIu, oOpabaTeiBaeMOi

ABTOMAaTU3UPOBAHHON CUCTEMOI

Ha3znauenme wu mnpuHOUOBL PabOTHI
TEXHUYECKUX CPEICTB MH(POPMATU3AIMH

OCHOBHBIX Y3JIOB COBPEMCHHBIX

OpFaHI/ISaHI/ISI TECXHHUYCCKOTO O6CJ'IY)KI/IB3HI/I$I U PEMOHTAa KOMIIOHCHTOB
aBTOMaTHSHpOBaHHOfI CHUCTEMBI

[Ipoueaypsl yHWUYTOXEHUS (CTUpaHHWs) HHPOPMAMM Ha MAaIIMHHBIX
HOCHUTEJISX, a TAK)KE€ KOHTPOJISI YHUUTOXKEHUS (CTUpaHus1) HHGOpMAIIu

HopmartuBHble npaBoBbI€ aKThl B 00JIACTH 3aIIUTHI HHPOPMAIUH

OcCHOBHBIE METOJMYECKHE M PYKOBOJALIUE JAOKYMEHTHI YHOJIHOMOYEHHBIX
(henepanbHbIX OPraHOB UCIIOJIHUTEIHLHOM BIACTH 1O 3alIUTe HH(pOpManuu

Apyrue
XapaKTCPUCTUKHU

3.2. O000menHas TpyaoBasi QyHKIHUS

ObGecnieuenue 3anuThl HHGOPMAIIUU B
ABTOMATH3UPOBAHHBIX CHCTEMAX, UCIOJIb3YEMBIX B
TOM YHCJIe HAa 00BEKTaX KPUTHIECCKOM

Hanmenosarme | WH()OpMAMOHHON MHPPACTPYKTYPHI, B OTHOIIEHUU | Kox B VpOBEHE 6
> KBaJH(UKAIU
KOTOPbIX OTCYTCTBYCT H606XOI[I/IMOCTB IMIPHUCBOCHUA
5071 KaTel"OpI/Iﬁ 3HAYUMOCTH, B IIPOLECCC UX
OKCILTyaTallun
IIpoucxoxnenue
N . 3anMCTBOBAHO U3
0000MIeHHON TPYIOBOI OpurnHan X
OpHUruHaa
GbyHKIIN
Kon Perucrpaunonsslit
OpUrHMHaNIa HOMED
podeCcCHOHaTHFHOT O
CTaHIapTa

Bo3MoxHBIE
HAaUMCHOBAHHUS
JIOJDKHOCTEH,
npodeccuit

Wmxenep mo 3amyre nHGOpMaLuu

Crenuanuct 1o 3amure uHpopmanuu | kareropuu

Cnenuanuct no 3amure nHpopmanun |l kareropun

Crnenanuct no 3anure HHGOopMaIuu

WHxeHep-mporpaMMHCT 10 TEXHUYECKOH 3amuTe nHdopmanuu | kateropuu
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Wmxenep-mporpaMMHCT 10 TeXHUYECKOH 3amuTe napopmarmu |l kareropun
Wmxenep-nporpaMMHCT 110 TEXHUYECKOHN 3aIuTe HHOOpMaIiu
WNnxenep-nporpammuct | kareropuun

Nuxenep-nporpammuct |l kareropuu

Nunxenep-nporpammuct |l xateropun

HNuxenep-nporpaMMucT

TpeGoBanwmst K
00pa30BaHUIO U
00yUYeHUIO

Briciiee oO6pa3zoBanue — OakaiaBpuaT B 001acTH UHPOPMAITUOHHOK
0€301acHOCTH

TpeboBanus K OIBITY
MPaKTUYECKON pabOThI

JIJis TOJDKHOCTEH ¢ KaTeroprei — OTbIT pabOTHI B TOJDKHOCTH ¢ OoJiee
HU3KOM (IIpeIecTBYIONIEH) KaTeropueil He MeHee 0JJTHOTO roJia

Oco0ble ycrmoBust
JoTycKa K paboTe

Haaue nomycka K rocyaapcTBeHHO# Taitne® (mpu Heo6X0UMOCTH)

Apyrue
XapaKTCPUCTUKHU

JIOTIOJTHUTEBHBIE XapAKTEPUCTUKN

HaunmenoBanue Kox HaumenoBanue 6a30B0ii rpyIibl, JOHKHOCTH
JOKYMEHTA (mpodeccun) UM crenruaIbHOCTH

OK3 2523 CrienuamicThl 0 KOMITBIOTEPHBIM CETSIM
EKC — Nrxenep-nporpaMMuUcT (TIPOTPaMMHUCT)

- Nuxenep-nmporpaMMHUCT IO TEXHUYECKOW 3aIUTe

nHpopmarun

OKIIJATP 22567 Wmxenep no 3ammre nHGOpMauu

22824 HNrxeHnep-nporpaMMucT

26579 Crnienuayiuct 1o 3amuTe nHGOpMaIu
OKCO 2.10.03.01 NudopmannonHas 6€301macHOCTh

3.2.1. TpynoBasi pyHKums
JlnarnocTtuka cucTeM 3aluThl HHOpMauu Ypoenb
HauveHonanue ABTOMATU3UPOBAHHBIX CHCTEM Kon | B/01.6 | (monyposer) 6
KBaJH(DUKAIU
T
Kon Perucrpaunonsslit
opurmuHalia HOMED
npoeCCHOHANBEHOrO
CTaHIapTa

TpynoBsie nelcTBUSA Oo6napyxeHue WHIIUJIEHTOB B rpolecce AKCILTyaTaluu

ABTOMAaTHU3UPOBAHHOU CHCTEMBI

WNnentuduxanms WHITUICHTOB B npoiiecce JKCIUTyaTaluu

aBTOMaTHSHpOBaHHOﬁ CHUCTCMBI

OI_IeHKa 3AIMUIICHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM C ITIOMOIIBIO TUTIOBBIX
IIpOTrpaMMHBIX CPCACTB

yCTpaHeHI/Ie MOCIEACTBUI HHIIUACHTOB, BO3HHUKIIHUX B mnmponecce
OKCILTyaTallun aBTOMaTHSHPOBaHHOﬁ CHUCTCMBI

Pacuer roKazaresneu 3 PEeKTUBHOCTH 3aIIUThI uHpOpMaLUH,
o0OpabaTbIiBaeMOM B aBTOMAaTU3UPOBAHHBIX CHCTEMax
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WNHcTpyMEHTANBHBIN  KOHTPOJIb  MOKaszarene 3(PpPEeKTUBHOCTH 3alIUTHI
nHdopmanuu, oOpadaTeiBaeMO B aBTOMATU3HPOBAHHBIX CHCTEMAX

HeoOxoaumbie ymeHUs

OHpeI[eJISITB HCTOYHUKHU U IPUYNUHBI BOSHUKHOBCHUA NHIUACHTOB

OI_IGHI/IBaTB IIOCJICACTBHA BbIABJICHHBIX HHIITUJACHTOB

OOHapyXuBaTh HapyIIECHUS [IPaBUJ pa3rpaHUYEHUs JOCTYIa

YcerpaHaTe HapyleHus IPaBUII pa3rpaHUYCHUs TOCTYIIA

OcyiiecTBIATh  KOHTPOJb O0O0ECIEeUeHUs] YPOBHS  3allMIIEHHOCTH B
ABTOMAaTHU3UPOBAHHBIX CHCTEMAaX

Hcnonws3oBath  KpuUnrorpaguyeckhue METOIbl W CPEACTBA  3alIHTHI
nHGOpPMAIMK B aBTOMATH3UPOBAHHBIX CUCTEMAaX

Heo0OxoanMeble 3HaHUS

HopmartuBHbIe mpaBoBbI€ aKThl B 00JIACTH 3alUTHI HHOPMAILIUN

HaIH/IOHaJ'[I)HI)Ie, MCKTOCYAAPCTBCHHBIC W MCKIAYHAPOJHBIC CTAHAAPTHI B
o0JacTy 3auThl HH(GOPMAaLUU

PykoBomsmme U METOAMYECKHME  JOKYMEHTHI  YIOJHOMOYEHHBIX
(henepanbHBIX OPraHOB UCTIOJHUTEIHLHOM BIACTH MO 3aIUTe HHPOpMAIUU

OpraHuzanvoHHbIE MEPHI 110 3alIUTe HH(OpMALIUU

[IpyHUMOBI ~ TOCTPOEHUS  CPENCTB  3aluThl  HWHGOpPMAUMU  OT
HECAaHKIIMOHUPOBAHHOIO JIOCTYIA U YTEUYKH IO TEXHWYECKUM KaHajJaMm

Kpurepun oneHkH 3aMIEeHHOCTH aBTOMAaTU3UPOBAHHON CUCTEMBI

Texnuyeckne cpeacTBa  KOHTPOJS  APQPEKTUBHOCTH  Mep  3alUTHI
nHpopmanuu

Pernament nndopMupoBaHus MepcoHaga aBTOMATU3UPOBAHHON CHUCTEMBI O
BBISBJICHHBIX MHIUICHTAX

Permament yd€Ta BbIABJICHHBIX WHIIUJCHTOB

PernameHT yctpaHneHus NOCIeACTBUA MHIIUICHTOB

OcHoBHBIE  KpUNTOTpaUUYEeCKHEe METOMAbI, aITOPUTMBI, MPOTOKOJIBL,
UCIOJIb3yeMble st obecriedeHHs]  3alUTHI uHbpopMauu B
ABTOMATU3UPOBAHHBIX CHCTEMAaX

HApyrue
XapaKTCPUCTUKHU

3.2.2. TpynoBasi pyHKums

A,Z[MI/IHI/ICTpI/IpOBaHI/Ie CHCTEM 3alIHThbI YpoBeHb
Hanvenosanue |y dyopvanin aBTOMaTH3HPOBAHHBIX CUCTeM | KOA B/02.6 | (monyposens) 6
KBaNTU(UKAITN
IIpoucxoxnenue OBOH 3anMCTBOBAHO 13
P A TPyR Opurunan X
byHKIMN OpHTrHHANA
Kon Perucrpannonsslit
OpHUrHHaja HOMeEp
npo(eCCHOHANBEHOrO
cTaHmapTa

Tpynoseie nencTBUsA

YcraHoBka 0OHOBIICHUH nporpaMMHOro oOecrieueHust aBTOMaTI/BI/IpOBaHHOﬁ
CUCTCMBI

BbimonHeHne ycTaHOBIEHHBIX Tpouenyp oOecredeHus 0e30MacHOCTH
uHpopMaMKu ¢ ydyeToM TpeOoBaHUSA 3(P(PEKTUBHOIO (PYHKIMOHUPOBAHUS
aBTOMATH3UPOBAHHOM CUCTEMBI

praBHeHI/Ie MOJIHOMOYHUAMHU NOCTYyIIa MoJIb30BaTelei aBTOMaTI/I3HpOBaHHOﬁ
CUCTCMBI
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Nudopmupoanue MOJIb30BaTENEH 0 MpaBUIIax JKCIUTyaTaluu
ABTOMATH3UPOBAHHON CHUCTEMBI C Yy4YeTOM TpeOOBaHUI IO 3amuTe
nHbOopMaun

[IpoBenenue 3aHATHI C TEpPCOHATIOM IO pabOTe € CUCTEMOM 3allUThI
nHpOpMAIIMA  aBTOMATU3UPOBAHHOW CHCTEMBI, BKIIIOYAs MPOBEICHHUE
MPAKTUYECKHUX 3aHATHH C IEPCOHAJIOM Ha MaKeTaxX WJIM B TECTOBOM 30HE

BHecenne  M3MEHEHHMH B OKCIUIyaTalMOHHYIO  JOKYMEHTAlUIO U
OpPraHU3alMOHHO-PACIOPAIUTEIbHBIE JOKYMEHTBI [0 CHUCTEME 3allUThI
nH(GOpPMAIMK aBTOMATH3HPOBAHHOW CUCTEMBI

HeoOxoanmeie ymeHwMst

COB,[[aBaTI), YAalidTb MW U3SMCHATH YUYCTHBIC 3alliuCH MOJIb30BaTelICH
aBTOMaTH3HpOBaHHOﬁ CHUCTEMBbI

dopMHpOBaTH TMOJIUTHUKY O€30MacHOCTH MPOTPAMMHBIX KOMIIOHEHTOB
ABTOMAaTU3UPOBAHHBIX CUCTEM

VYcranaBnuBaTh W HacTpauBaTh OINEPAIMOHHBIE CUCTEMBI, CHCTEMBI
yhnpaBiaeHUs 0a3aMH JAaHHBIX, KOMIIBIOTEPHBIE CETH U MPOrpaMMHBIE
CUCTEMBI C Y4€TOM TpeOOBaHM 110 00ECTIEUEHHIO 3Tl HHHOPMALII

Ucnonb3oBarh kpunrorpapuueckue MeETOAbl U CPEACTBA  3alllUThI
nH(popMaluy B aBTOMaTU3UPOBAHHBIX CHCTEMAX

PeructpupoBath cOOBITHS, CBSI3aHHbIE C 3alIMTOM uWHGOpMalMU B
ABTOMAaTHU3UPOBAHHBIX CHCTEMAaX

AHanu3upoBaTth COOBITHSA, CBSI3aHHBIE C 3allUTONM uWHpOpMaluu B
ABTOMAaTHU3UPOBAHHBIX CHCTEMAX

Heo06xoanMele 3HaHUS

[Tpunnumer GopMupoBaHUsS MOMUTHKKA WH(DOPMAITMOHHOW 0€30TacHOCTH B
ABTOMAaTH3UPOBAHHBIX CHCTEMAaX

[IporpamMmmHo-anmapaTHbie CpeacTBa 3alIUTHI uHdopManun
aBTOMATU3UPOBAHHBIX CHCTEM

OcHoBHBIE  KpUNTOTpaUYECKUE METOAbl, AaJITOPUTMbI, MPOTOKOJIbI,
WCIOJIb3YeMbl€ /1711 3aIUThl HH(OPMAaLIUK B aBTOMaTU3UPOBAHHBIX CHCTEMAX

Metonpl KOHTpOJIS A(PGEKTUBHOCTH 3alUThl MHOOPMALMKA OT YTEUKHU IO
TEXHUYECKUM KaHajiam

Kputepun ouenku 3(QekTUBHOCTM U HAIEKHOCTU CPEICTB 3allUTHI
MIPOrPaMMHOTO OOEeCTeueHUs] aBTOMAaTH3UPOBAHHBIX CUCTEM

Texnuueckue cperncrBa KOHTPOJS  A(PQPEKTUBHOCTH MeEp  3allUThI
nHpopManuu

HpI/IHI_II/IHLI opraHu3anvi M CTPYKTypa CHCTEM 3alllUTbl IIPOIrpaMMHOI'O
oOecneyeHus ABTOMATHU3UPOBAHHLIX CUCTEM

ConepmaHI/Ie U TOpAAOK ACATCIBbHOCTH IICpCOHAJIa II0 JSKCITyaTalluu
3allMMIICHHBIX AaBTOMATU3HUPOBAHHBIX CHCTEM H CHCTEM 0e301acHOCTH
ABTOMATU3HUPOBAHHBLIX CUCTCM

OCHOBHBIC MCPBLI 110 3alIUTC I/IH(I)OpMaI_II/II/I B aBTOMATHU3UPOBAHHBIX CUCTEMAX

Jpyrue
XapaKTCPUCTUKU

3.2.3. TpynoBas GpyHKUHSA

VYnpasieHue 3amuTol HHPOPMAaLIUH B YpoBeHsb
HanmeHoBaHe | o p1o\aTH3HPOBAHHBIX CHCTEMAX Koz B/03.6 | (noayposens) 6
KBaJTU(UKAITN
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[Ipoucxoxnenne TpymnoBoit
GbyHKIIIN

3auMCTBOBAHO U3
Opurunan X
OpHUTHHANA
Kon PerucrpanuonHsIit
OpHUTI'HHAJA HOMEp
poQeCCHOHATHHOTO
cTaHaapra

TpynoBsie necTBUS

AHanu3 BO3JCHCTBUS W3MEHEHHMH KOH(PUTYpaluu aBTOMATH3HMPOBAHHOU
CUCTEMBI Ha €€ 3alIMIIEHHOCTh

CocraBieHue KOMILUIEKCAa MpaBUi, MPOLENYp, NPAKTUUYECKUX IPHUEMOB,
MPUHLIUIIOB M METOJIOB, CPEICTB OOECHeYeHUs] 3aluluThl WHPOpPMALUU B
ABTOMAaTHU3UPOBAHHON CUCTEME

OreHKa MOCHENCTBUI OT pealin3aiii yrpo3 0e30MacHOCTH WH(POpMaIUU B
ABTOMAaTHU3UPOBAHHON CUCTEME

Amnanus U3MEHEHUs yrpo3 0e30macHOCTH nHpopmanuu
aBTOMAaTU3UPOBAHHOM CUCTEMbI, BO3HUKAIOLIUX B X0OJI€ €€ IKCILUTyaTal[u1

Heobxonumblie ymeHust

OHGHI/IBaTI) I/IH(l)OpMaHI/IOHHI)IG PUCKHU B aBTOMATHU3UPOBAHHBIX CUCTEMAaX

KnaccuduimpoBath 1 OLleHUBaTh YIpo3bl 0€30M1aCHOCTH HH(OPMALIUU

Onpenenars  moajexaniue — 3amure  MHGOPMAIMOHHBIE  PECYPChI
aBTOMAaTU3UPOBAHHBIX CHCTEM

HpI/IMeHHTI) HOPMAaTHUBHBIC JOKYMCHTBIL 10 3ammre oT
HECAaHKIMOHUPOBAHHOTO JOCTyNMa K HHPOpPMAIMK U TMPOTUBOJECHCTBUIO
TEXHUYECKOUN pa3BeaKe

Pa3pabarbiBaTh  MOpeUIOKEHHS O  COBEPIICHCTBOBAHHMIO  CHUCTEMBI
yIpaBJIeHUS 3aIIUThl HHPOPMAIIK aBTOMAaTU3UPOBAHHBIX CUCTEM

KondurypupoBare  mapameTpbl  CHUCTEMBI  3alIUTBl  MHQOpPMAINU
aBTOMAaTU3UPOBAHHBIX CHCTEM

[TpuMeHsATh TEXHUYECKUE CPECTBA KOHTPOJIS 3PPEKTUBHOCTH MEP 3alUThI
nHpopManuu

Heo0OxonuMble 3HaHUs

OcHOBHBIE METO/IbI YIIPaBJICHUS 3aIIUTON UH(DOpPMaLUU

OcHoBHBIE yrpo3bl 0€30MACHOCTH MH(POPMAIMK U MOJENIN HapyIIUTEIs B
ABTOMATU3UPOBAHHBIX CHCTEMAaX

MeTOI[BI 3alIUThI I/IH(I)OpMaHI/II/I OT HCCAHKOHWOHHUPOBAHHOI'0O MOOCTyIla H
YTCYKHU 110 TCXHUYCCKHUM KaHaJlaM

HOpMaTI/IBHBIe IIPaBOBLBIC AKThHI B oOnactu 3alllUThI I/IH(l)OpMaI_II/II/I

HanpoHanbHbie, MEKroCyIapCTBEHHBIE W MEXKIYHApOJHBIC CTaHAAPThl B
00J1acTH 3amuThl HHGOPMAITIH

PYKOBOMH_[I/Ie n MCTOINYCCKHC JAOKYMCHTBI YIIOJIHOMOYCHHBIX
Q)eﬂepaHLHLIX OpraHoB HCITOJIHUTEILHOH BJIACTH MO 3aluTe HH(i)OpMaLII/II/I

Jlpyrue
XapPaKTCPUCTUKHU

3.2.4. TpynoBas GpyHKIHA

ObecneueHne pabOTOCIOCOOHOCTH CUCTEM Y poBeHB

Haumenosarme | 3aIUTHI HHPOPMAIIMH TPU BOSHUKHOBEHHUH Koxn B/04.6 | (momyposens) 6

HEIITaTHBIX CUTYyaIui KBaTM(UKAITHHN
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[Ipoucxoxnenne TpymnoBoit
GbyHKIIIN

3auMCTBOBAHO U3
Opurunan X
OpHUTHHANA
Kon PerucrpanuonHsIit
OpHUTI'HHAJA HOMEp
poQeCCHOHATHHOTO
cTaHaapra

TpynoBsie necTBUS

OOHapyXeHue HEHCIPABHOCTEH B pabOTe CHCTEMBI 3allUThl WH(pOpMAIMu
ABTOMATH3UPOBAHHOM CHCTEMBI

YcTpaHeHue HEWCIpaBHOCTEH B pabOTe€ CHCTEMbI 3alUThl HH(YOPMAIHH
aBTOMaTH3HpOBaHHOﬁ CHUCTEMBbI

PesepBupoBanue mporpaMMHOTO OOECleUYeHUsl, TEXHUUYECKHX CPEJCTB,
KaHAJIOB TMepeaun JaHHBIX aBTOMAaTU3UPOBAHHOW CHUCTEMBI YIIPABJICHHUS Ha
CiTydail BOSHUKHOBEHHUSI HEIITATHBIX CUTYyaIHit

Coznanue anbTepHaTHBHBIX MECT XpaHEHUs M 00pabOTKM MH(OpMAalUU Ha
cilydail BOSHUKHOBEHHUSI HEIITATHBIX CUTYal[Uil

Boccranosnenue mnocie c60eB M OTKa30B IMPOTPaMMHOIO OOecreueHus
ABTOMATHU3UPOBAHHBIX CUCTEM

Heobxonumblie ymeHust

[IpuMeHAT, TUNOBBIE IPOTPAMMHBIE CPEACTBA  PE3EPBUPOBAHUSA U
BOCCTaHOBJIEHUS! HH(POPMAIMH B aBTOMaTHU3UPOBAHHBIX CHCTEMAaX

[IpumenaTH cpencraa obecrnieyeHus OTKa30yCTOWYNBOCTH
aBTOMaTU3UPOBAHHBIX CHCTEM

KiaccuduimupoBaTs 1 OlleHHBaTh YIPO3bI HHPOPMAITMOHHOH 6€30TTaCHOCTH

[IpumensTh porpaMMHbIe cpeAcTBa obecreyeHus 0€30MacHOCTH JAHHbIX

JlokyMEeHTHpOBaTh JACUCTBUS IO YCTPAaHEHUIO HEHCIPABHOCTEH B paboTe
CUCTEMBI 3alIUThl HHGOPMAIIN aBTOMAaTU3UPOBAHHON CHCTEMBI

Heo06xoanMele 3HaHUS

Merto el u CIOCOOBI obOecrieueHus OTKa30yCTOMYHUBOCTH
ABTOMATH3UPOBAHHBIX CHCTEM

Conepxkanre © TOPSAOK JEATEIRHOCTH TEpCcoHada IO JKCIUTyaTalluu
3aIMINCHHBIX aBTOMATH3WPOBAHHBIX CHUCTEM M IOJICHCTEM O€30MaCHOCTH
ABTOMAaTHU3UPOBAHHBIX CHCTEM

OCHOBHBIC I/IH(bOpMaI_[I/IOHHI)IC TCXHOJIOTHH, HCIIOJIB3YEMBIC B
ABTOMAaTHU3UPOBAHHBIX CUCTEMAX

[IpyHIMOBI MOCTPOCHHS CPEACTB 3allUThl HMHMOpPMAIMH OT YTEUKH IO
TEXHUYECKUM KaHajiam

[IporpammHo-anmapaTHble CpeacTBa OOecleueHus 3aluThl HHQPOPMAIUH
ABTOMATU3UPOBAHHBIX CHCTEM

HOpMaTI/IBHLIe IIPpaBOBLIC AKThbI B obmactu 3allUThI I/IH(i)OpMaI_II/II/I

PYKOBOMH_[I/Ie n MCTOJNYCCKHC AOKYMCHTBI YIIOJTHOMOYCHHBIX
Q)eﬂepaHLHLIX OpraHoB HCITOJIHUTEILHOM BIACTH MO 3alIuTe HH(i)OpMaLII/II/I

OpranuzanroHHbIE MEPHI 10 3alIUTe HH(pOpMaLUN

Jpyrue
XapaKTCPUCTUKU

3.2.5. TpynoBas GpyHKUHSA

MOHHTOPHHT 3aIUIIEHHOCTH HHPOPMALIUH Yposenb
Hanmenopanme B aBTOMATHU3UPOBAHHBIX CHCTEMAX Kox | B/05.6 | (momyposen) 6
KBaJTU(UKAITN




[Ipoucxoxnenne TpymnoBoit
GbyHKIIIN

14

3auMCTBOBAHO U3
Opurunan X
OpHUTHHANA
Kon PerucrpanuonHsIit
OpHUTI'HHAJA HOMEp
poQeCCHOHATHHOTO
cTaHaapra

TpynoBeie nencTBUA

BripaboTka pekoOMEHIAIMid Ui TPHUHSATHS PEIICHUS O MOJICPHU3AINH
CHCTEMBI 3alIUThI HH(OPMALUY aBTOMATH3UPOBAHHOM CUCTEMBI

BripaboTka pekoOMEeHTanMidi s TPUHATHAS PEHICHHS O IOBTOPHOM
aTTecTalMy  aBTOMAaTU3UMPOBAHHOW  CHCTEMBl WIM O  IIPOBEICHUU
JOTIOJIHATEIbHBIX aTTECTAlMOHHBIX UCIIBITAHUI

BoisiBnenue yrpos 6e3omacHocTH HMH(OpPMalMM B aBTOMAaTU3HMPOBAHHBIX
cucTemMax

[Ipunste Mep 3ammTbl HWHGOPMALMK TPU BBISBICHUM HOBBIX YIpO3
0e30MacHOCTH UH(POPMALUH

AHanu3 HeJOCTATKOB B (DYHKIIMOHUPOBAHUM CUCTEMBI 3alIUTHI UHPOpPMALUH
aBTOMaTU3UPOBAHHOM CUCTEMBI

VYcrpanenue HeIOCTaTKOB B (DYHKIIMOHUPOBAHWW CHUCTEMBI  3aIUTHI
WH(POPMAIIUA ABTOMATH3UPOBAHHOU CHCTEMBI

Heobxonumblie ymeHust

KiaccuduimupoBaTs 1 OlleHHBATh YIPO3bI HHPOPMAITMOHHOH 6€30TTaCHOCTH

AHanu3upoBath MIPOrpaMMHBIE, ApPXUTEKTYPHO-TEXHUYECKHE u
CXEMOTEXHUYECKNE PEUIEHUSI KOMIIOHEHTOB aBTOMaTU3HPOBAHHBIX CUCTEM C
LENbI0  BBIABICHHUA  NOTEHUHUAIBHBIX  YSI3BUMOCTEH  0€30I1aCHOCTH
nHGOpMalMY B aBTOMaTU3UPOBAHHBIX CUCTEMAX

[IpuMeHsITh HOpMAaTHBHBIC JTOKYMEHTHI TIO 3aIiuTe WHHOPMAIMH OT
HECAaHKIIMOHUPOBAHHOTO JIOCTyla W TPOTHBOJCHCTBHIO TEXHUYECKOU
pasBeke

KonTpomupoBarh 3(GEKTHBHOCTS NPUHATHIX MEpP M0 PeaM3alnu TOJIUTHK
0e30macHOCTH HHGOPMAIIH AaBTOMATH3UPOBAHHBIX CHCTEM

KOHTpOJ'II/IpOBaTB coObITHS 0€30MacHOCTH H ,I[CI‘/'ICTBI/IH ITOJIB30BaTEIICH
ABTOMATHU3UPOBAHHBIX CUCTEM

[TpuMeHsATh TEXHUYECKUE CPeICTBa KOHTPOIIS 3P (HEKTUBHOCTH MEp 3alUThI
nHpopManuu

JIOKyMEHTHPOBATh MPOLIEIYPhl U PE3YIbTaThl KOHTPOJIS (DYHKIIMOHUPOBAHUS
CUCTEMBbI 3alIUThl HHGOPMAIIN aBTOMATU3UPOBAHHON CHCTEMBI

Heo0OxonuMble 3HaHUS

ConepmaHI/Ie U TOpAAOK JACATCIBHOCTH IICpCOHAJIa II0 JSKCITyaTallun
3allMIICHHBIX aBTOMATH3UWPOBAHHLIX CHUCTEM U IIOACUCTEM 0e301IacHOCTH
ABTOMATU3HUPOBAHHBLIX CUCTCM

OCHOBHBIC YI'pO3bl 0e30macHOCTH I/IH(1)OpMaI_II/II/I U MOJCIN HApYIIUTCIIA B
ABTOMATU3HUPOBAHHBLIX CUCTCMAX

OcHoBHEBIE KpI/IHTOFpa(bI/I‘-IeCKI/Ie MCTOHbI, AJIITOPUTMBI, ITPOTOKOJIBI,
HCIIOJIb3YEMBIC JJIS1 3allIUThI I/IH(l)OpMaI_II/II/I B aBTOMAaTU3HPOBAHHBIX CUCTEMAX

HporpaMMHo-annapaTHLIe cpeacrBa obecreueHust 3alllUThI I/IH(l)OpMaI_II/II/I
ABTOMATHU3UPOBAHHBIX CUCTCM

MeToas! 3aIuThI I/IH(I)OpMaI_II/II/I OT YTCUKH IO TCXHUYCCKUM KaHaJlaM

HOpMaTI/IBHLIe IIPaBOBLIC AKTHI B obOmacTu 3alIUThI I/IH(I)OpMaI_II/II/I

PYKOBO,Z[HH_[I/IC n METOJHUYCCKHE JAOKYMCHTBI YIIOJTHOMOYCHHBIX
(be)lepaJ'IBHLIX OpraHoOB HUCIIOJHUTEILHOM BIACTH IO 3aIIUTE I/IH(l)OpMaLII/II/I

OpTaHI/I3aLII/IOHHLIC MCDPBI 110 3aIIUTC I/IH(I)OpMaI_[I/II/I

Hpyrue
XapaKTEPUCTUKHU




3.2.6. TpynoBasi pyHKIHSA
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AyauT 3alIUIIEHHOCTH I/IH(l)OpMaLII/II/I B Yposensb
Hanmenosanme ABTOMATH3UPOBAHHBIX CHCTEMaX Kon | B/06.6 | (momyposen) 6
KBaJTU(UKATTHN
IIpoucxoxaenue TpyaoBon Ovurmsan X 3auMCTBOBaHO U3
GbyHKIIIU P OpHUruHasa
Kon Perucrpanmonnstit
OpHI'MHAIA HOMEp
po(ecCHOHANBEHOTO
cTaHaapra

TpynoBbie nelcTBUS

Onenka WHPOPMAIIMOHHBIX PHUCKOB 0O€30macHOCTH HWHGOpMaIuu B
ABTOMAaTHU3UPOBAHHON CUCTEME

O6ocHOBaHME W KOHTPOJb PE3YJbTAaTOB YIPABIEHUYECKUX pEHICHUH B
obsactu 6e30macHOCTH HHGOPMAIIMH ABTOMATH3UPOBAHHBIX CUCTEM

DKcnepTr3a COCTOSIHUS 3alUIIIEHHOCTH HH(OPMAaIluy aBTOMaTU3UPOBAHHBIX
CUCTEM

O6ocHoBaHUE KpUTEPHUEB 3¢ HEKTUBHOCTH (GYHKIIMOHUPOBAHUS
3alMIIEHHBIX aBTOMaTU3UPOBAHHBIX CUCTEM

Heobxonumblie ymeHust

KinaccudumupoBaTs 1 OlleHUBATH yrpo3bl O€30MaCHOCTH WHMOPMAIUU IS
o0bekTa nHbopMaTU3auu

PazpabGarbiBaTh  MpeUIOKEHUS 1O  COBEPIICHCTBOBAHUIO  CHCTEMBI
ynpaBiaeHus: WH(OPMALMOHHONW O€30IacHOCThI0 aBTOMATHU3UPOBAHHBIX
CUCTEM

Pa3zpabartbeiBath TTOJTUTUKA 0€301acHOCTH uHdopmaIuu
ABTOMATH3UPOBAHHBIX CHCTEM

[IpuMeHsATh WHCTPYMEHTAJIbHBIE CpPEICTBA KOHTPOJS 3al[UIIEHHOCTH
nH(popMalUy B aBTOMAaTU3UPOBAHHBIX CHCTEMAX

HeoOxonnMmble 3HaHUS

OCHOBHBIC KpI/IHTOFpa(bI/I‘ICCKI/IC MCETO b, AJIT'OPUTMBI, ITPOTOKOJIbI,
HCII0JIB3YEMBIC JJIs 3allIUThI I/IHq)OpMaHI/II/I B aBTOMATU3HUPOBAHHBIX CUCTEMAX

CriocoOnbl 3allIHUThI HH(bOpMaHI/II/I OT HCCAHKIMOHHUPOBAHHOI'O JOCTyIla H
YTCYKHU 110 TCXHUYCCKHUM KaHaJlaM

Metonpl  KOHTpoJiE  3PQPEKTUBHOCTH  3alIUTHl  WHGOpPMAUUU  OT
HECAaHKIMOHUPOBAHHOTO JIOCTYIA U YTEYKU MO0 TEXHUYECKUM KaHajlaM

HpI/IHI_II/IHLI IIOCTPOCHUA CUCTEM 3allIUThI I/IH(1)OpMaLII/II/I

HOpMaTI/IBHLIe IIPpaBOBLIC AKThbI B obmactu 3allUThI I/IH(I)OpMaI_II/II/I

PYKOBOMH_[I/Ie n MCTOINYCCKHC JAOKYMCHTBI YIIOJTHOMOYCHHBIX
(I)G,Z[epaJ'ILHLIX OpraHoB HCITOJIHUTEILHOM BIACTH MO 3alIuTe HH(i)OpMaLII/II/I

OpranuzanroHHbIE MEPHI 10 3alIUTe HH(pOpMALIUN

Jlpyrue
XapaKTCPUCTUKU

3.2.7. TpynoBasi pyHKuust

YcTaHOBKa M HACTPOMKA CPEACTB 3aALIUTHI VYpoBeHb

HaumenoBanme nH(pOpMAaIIUK B aBTOMATH3UPOBAHHBIX Kon | B/07.6 | (momyposens) 6

cucremMax KBaJTU(UKAITN
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[Ipoucxoxnenne TpymnoBoit
GbyHKIIIN

3aMMCTBOBAaHO U3

Opurunan X
OpHUTHHANA
Kon PerucrpanuonHsIit
OpHUTI'HHAJA HOMEp
poQeCCHOHATHHOTO
cTaHaapra

TpynoBsie necTBUS

Bxo1HOM KOHTpOJIb KaueCTBAa KOMIUIEKTYIOIIMX U3/I€IUA CUCTEMbI 3alUThI
nH()OPMAIMKA ABTOMATH3UPOBAHHONW CHCTEMBI

OcyuiecTBieHre aBTOHOMHOW HAJIaJKW TEXHUYECKMX M IPOrPAMMHBIX
CPEJCTB CUCTEMBbI 3aIlIUThl HHPOPMAIIMK aBTOMAaTU3UPOBAHHOM CUCTEMBI

HpOBeI[eHI/Ie IMPHUEMOYHBIX HUCIBITAHUHA CHCTEMBI 3alllUThI I/IH(l)OpMaIII/II/I
aBTOMaTHSHpOBaHHOfI CHUCTEMBbI

BHecenue B 3KkCIUTyaTalHOHHYIO TOKYMEHTAIMIO N3MEHEHU I, HAPABJIEHHBIX
Ha YCTPAHECHHE HEJOCTATKOB, BBISBIEHHBIX B ITPOLIECCE UCIIBITAHUI

Heobxonumblie ymeHust

AJMUHUCTpUPOBATh  NpPOTpaMMHBIE  CpPEACTBA  CHCTEMBI  3alllUThI
nH(pOopMaly aBTOMaTU3UPOBAHHBIX CHCTEM
YeTpaHATe UM3BECTHBIE  YA3BUMOCTH  aBTOMATHU3WPOBAHHOM  CHCTEMBI,

MIPUBOIALINE K BOSHUKHOBEHHIO YTp0O3 O€30MMacHOCTH MH(OpMaLuu

HpI/IMeHﬂTB HOpMaTI/IBHI)Ie }IOKYMCHTLI II0 3a1uTe I/IH(i)OpMaHI/H/I oT
HeCaHKHI/IOHI/IpOBaHHOFO }IOCTyHa 58 HpOTPIBO,Z[efICTBPIIO TeXHI/I‘ICCKOﬁ
pas3Beike

HpI/IMeHﬂTI) AHAJIMTUYCCKUC n KOMIIBIOTCPHBIC
ABTOMATHU3UPOBAHHBIX CUCTEM U CUCTEM 3alllUThI I/IH(bOpMaHI/II/I

MOJEIHN

[IpoBoauTh aHaNM3 CTPYKTYPHBIX U (PYHKIHMOHAIBHBIX CXEM 3alUIIEHHOM
ABTOMAaTU3UPOBAHHOM CHCTEMBI

Onpenenars nmapameTpbl HACTPOUKH MPOTPAMMHOT0 00€CIIEYeHHsI CUCTEMBI
3alUThl HH)OPMALIMK aBTOMATU3UPOBAHHON CHCTEMBbI

Heo06xoanMele 3HaHUS

OcHoBHBIE yrpo3bl 0€30MaCHOCTH MH(POPMAIMK U MOJEIN HapyIIUTEs B
ABTOMATH3UPOBAHHBIX CHCTEMAaX

Coz[epn(aHI/Ie BKCHJIyaTaL[I/IOHHOﬁ JOKYMCHTalluK aBTOMaTH3HpOBaHHOﬁ
CHUCTEMBI

Turosslie Cp€acTana, METObI u

ayTeHTU(UKALUU U aBTOPU3ALIUN

IMTPOTOKOJIbI I/I,Z[eHTI/I(bI/IKaI_[I/II/I,

OCHOBHBIC MCPBI 110 3alIUTE I/IH(bOpMaI_II/II/I B aBTOMAaTU3HWPOBAHHBLIX CUCTEMAX

HOpMaTI/IBHLIe IIPpaBOBLIC AKThbI B obnactu 3allIUThI I/IH(i)OpMaI_II/II/I

PYKOBOMH_[I/Ie n MCTOJNYCCKHC JAOKYMCHTBI YIIOJTHOMOYCHHBIX
Q)eﬂepaHLHLIX OpraHoB HCITOJIHUTEILHOH BIACTH MO 3alIuTe HH(i)OpMaLII/II/I

Jlpyrue
XapPaKTCPUCTUKHU

3.2.8. TpynoBasi pyHKuus

HanmenoBanue

IIpoucxoxaenue TpyaoBon
GbyHKIIN

Pa3paboTka opraHuzannoHHO- YpoBeHb
pacropsauTEeIbHBIX JOKYMEHTOB MO 3alluTe Koz | B/08.6 | (momyposeb) 6
nH(MOpMalUY B aBTOMATU3HUPOBAHHBIX CHCTEMAX KBaTH(HKALIH
3anMCTBOBaHO U3
Opurunan X
OpUrnHajia
Kon PerucrpanuonHstit
OopurnHaa HOMCEp
podeCcCHOHATHFHOTO

CcTapgapTra
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Tpynoseie nencTBus

Ompenenenue TpaBuid U MPOUESAYpP YIPABICHUS CHUCTEMOW 3allUTHI
nH(OpPMALIUK ABTOMATH3UPOBAHHOW CHCTEMBI

OrnpezenieHre MpaBuil U IPOLETYP BBISBICHUS] MHIIUJICHTOB

OnpeneneHre MpaBWI M TMPOIEIAYP MOHHUTOPHHTA OOECIICUCHUsSI YPOBHS
3aMUIIICHHOCTH HHPOPMAIH aBTOMATH3UPOBAHHOMN CHCTEMBI

OnpeneneHre MpaBWI W MPOLEAYP 3alIUThl WHPOPMAIMU IPH BBIBOJC
ABTOMATH3UPOBAHHOM CUCTEMBI U3 IKCIUTyaTAIIHH

Onpenenenue mpaBwil M MPOLELYyp pPEarupoBaHHs Ha WHUUICHTHI B
ABTOMAaTHU3UPOBAHHON CUCTEME

Heobxonumblie ymeHust

KinaccuduiupoBaTs 1 OlIeHHBAaTh YIPO3bI HHPOPMAITMOHHOM 0€30MacHOCTH

HpI/IMeHSITI) HOPMATUBHBIC JOOKYMCHTBI 110 3alllUTC I/IH(l)OpMaIII/II/I oT
HCCAHKIIMOHUPOBAHHOI'0 JOCTYyIla U HpOTI/IBOIIGI\/'ICTBI/IIO TEXHUYECKOU
pasBelke

Onpenenats mapaMeTpbl HACTPOHUKH MPOTPAMMHOT0 0OECIIEYSHHSI CUCTEMBI
3aIUTHl HH)OPMAIUU aBTOMATU3UPOBAHHOMN CUCTEMBI

KouTtponuposaTs 3¢ (peKTUBHOCTD TPUHSATHIX MEP IO 3aIIUTE HHPOPMAIIH B
ABTOMAaTU3UPOBAHHBIX CHCTEMAX

Heo0OxoauMele 3HAHUSA

ConepmaHI/Ie U TOpAAOoK JOCATCIBHOCTH II€pCOHAIa IO OKCITyaTallun
3aIIUINCHHBIX aBTOMATHU3UPOBAHHBIX CUCTEM U CUCTEM 3alllUThI I/IH(l)OpMaI_[I/II/I

OcHoBHBIE yrpo3bl 0€30MACHOCTH MH(QOpPMAIMK U MOJENU HapyIIUTENs B
ABTOMATHU3UPOBAHHBIX CUCTEMAX

OcHoBHbIE  KpUNTOTpaUyYecKUe METOMAbI, aITOPUTMBI, MPOTOKOJIBL,
WCIOJIb3YyeMbl€ /1711 3aIUThl HH(OPMALIUK B aBTOMAaTU3UPOBAHHBIX CHCTEMAX

[IpyHOMOBI ~ TOCTPOEHHS  CPENCTB  3aluThl  HWHGOpPMaUUU  OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIA U YTEYKU MO0 TEXHUYECKUM KaHallaM

HopmartuBHble npaBoBbI€ aKThl B 00JIACTH 3alIUTHI HHPOPMAIIH

PykoBogsiiiue  uW = MeTOOMYECKHE  JOKYMEHTbl  YIOJHOMOYEHHBIX
(enepanbHbIX OPraHOB HCIOJIHUTEIHLHON BIACTH 10 3alIUTe WH(QOpMALIUU

HApyrue
XapaKTCPUCTUKHU

3.2.9. TpynoBasi pyHkius

HanmenoBanue

Ananu3 ysa3BUMOCTEN BHEAPSAEMOMN CUCTEMBI YposeHb
3alUThl UHQOpMALUU

Kox | B/09.6 | (momyposenn) 6
KBaJH(DUKAIIU

IIpoucxoxaenue TpyaoBon
byHKIMN

X 3arMCTBOBAHO U3

OpurnHan
OpUTHHAJA

Kon Perucrpaunonsslit
OpUrHHaIa HOMED
podeCcCHOHaTHFHOTO
CTaHIapTa

Tpynoseie nencTBUA

Bei6op u oGocHoBaHue KputepueB 3(pdekTuBHOCTH (PYHKIIMOHUPOBAHUS
3alUIIEHHBIX ABTOMAaTU3UPOBAHHBIX CHCTEM

HpOBeILeHI/Ie dHaJIM3a  yA3BUMOCTH  IIPOTpaMMHBIX W  IIPOrpaMMHO-
arrapaTHbIX CPEACTB CUCTCMbI 3alIUTLL I/IH(I)OpMaI_II/II/I aBTOMaTH3HpOBaHHOﬁ
CUCTCMBI

HpOBe,I[eHI/Ie OKCIICPTU3BL COCTOsAHHUA  3allIMIICHHOCTHU I/IH(bOpMaI_II/II/I
ABTOMATH3UPOBAHHBIX CUCTCM
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VYTo4yHeHue MOJIENN yrpo3 Oe3onacHOCTH uHpOpMALITU
aBTOMAaTU3UPOBAHHOM CUCTEMBI

HpOBGI[GHI/Ie npeaABapUTCIIbHBIX HUCITBITAHUI CHUCTEMBI 3alIUThI I/IH(bOpMaI_[I/II/I
aBTOMaTHSHpOBaHHOﬁ CHUCTCMBbI

[IpoBenenue aHanu3a YSI3BUMOCTEN aBTOMAaTU3UPOBAHHBIX u
MH(GOPMAIIMOHHBIX CHCTEM

HeoOxoaumeie ymeHwMst

KnaccupumupoBaTh ¥ OLEHMBATH Yrpo3bl 0€30MacHOCTH HH(opMamu
ABTOMAaTHU3UPOBAHHON CHCTEMBI

Pa3pabarbiBaTh  TPEUIOKEHHS 10  COBEPIICHCTBOBAHHIO  CHCTEMBI
YIIPABJICHUS 3aIIUTON MHPOPMAITNN AaBTOMATH3UPOBAHHOM CHCTEMBI

[IpoBoauTh aHaIM3 AOCTYHHBIX HWH(DOPMAIIMOHHBIX MCTOYHHUKOB C IIEJIBIO
BBISIBJIICHHSI M3BECTHBIX YSI3BUMOCTEH, HCIOJB3YyEMBIX B CHCTEME 3alUThI
nH(}OpMalUK TPOrPaMMHBIX U IPOTPaMMHO-aINApaTHIX CPEJCTB

VYCTpaHATh BBISBICHHBIE YA3BUMOCTH aBTOMATU3UPOBAHHOM CHCTEMBI,
MIPUBO/IALINE K BOSHUKHOBEHHIO YTPO3 0€30MacHOCTH HH(OpMaLIUu

Heo0OxoanMeble 3HaHUS

OcCHOBHBIE METO/IbI U CPEACTBA KpUNTOTpadUUeCcKOM 3auThl HH(GOPMALIUN

CriocoObl 3amuThl MHGOpPMAMU OT HECAHKIMOHWPOBAHHOTO JOCTyHa U
YTEUKH 110 TEXHUYECKUM KaHajaM

CrmocoOsl  KOHTpoJiE  A((EKTUBHOCTH  3alUTBI  WHPOpMAIUA  OT
HECaHKITMOHUPOBAHHOTO JIOCTYIA U YTEUYKH MO TEXHUYECKUM KaHajaM

HopmartuBHble npaBoBbI€ aKThl B 00JIACTH 3aIIUTHI HHPOPMAIUH

PykoBomsmme W METOAMYECKHE  JIOKYMEHTHI  YIMOJHOMOYEHHBIX
(enepanbHBIX OPraHOB UCIIOJHUTEIHLHOM BIACTH 10 3alIUTe WH(QOpMaLUU

OpranuzanroHHbIE MEPHI 10 3alIUTe HH(DOpMaLIUU

ConepxaHve SKCIUTyaTallMOHHOW JOKYMEHTAallMd aBTOMAaTHU3UPOBAHHOMN
CHCTEMBI

HApyrue
XapaKTepUCTUKH

3.2.10. TpynoBas pyHKuusi

Buenpenue opranuzaiimoOHHBIX MEP MO Y poBeHb
Haumenoanue 3ammuTe HHPOpMaIuu B Kon | B/10.6 | (momyposenn) 6

aBTOMATU3UPOBAHHBIX CUCTEMAX KBaHHUKAIIH
IIpoucxoxaenue TpyaoBon Opurmman X 3anMCTBOBAHO U3
byHKIMN OpHTrHHANA

Kon Perucrpaunonsslit
OpUTMHAaJIa HOMEp
npo(eCCHOHANBEHOrO
cTaHaapra

Tpynoseie nencTBus

IIpoBeneHne TpOBEpKH TMOJHOTHl OMUCAHMA B  OPraHU3allMOHHO-
pacropsIUTENbHBIX JOKYMEHTaX Ha aBTOMAaTU3UPOBAHHYIO CHCTEMY
NEeWCTBUN TMepcoHalla MO pealu3allid OpraHU3allMOHHBIX Mep 3allUTh
uHpopMaluu

HpOBe,}IeHI/Ie 3aHATHH C MepCcoHaJIOM TIIO pa60Te C CHCTEMOH 3allluTHI
I/IH(bOpMaLII/II/I aBTOMaTHSHPOBaHHOﬁ CUCTCMBI, BKJIIO4YasA IIPOBCIACHUC
MPAKTUYCCKUX 3aHATHN Ha MaKeTaxX HUd B TECTOBOM 30HE

IloaroroBka AOKYMCHTOB, OIpCACIHIOMUX IIpaBUJia W MIPOUCAYPHI,
pCalIM3yCMbIC OIICPpaTOPOM JIA obOecrieueHus 3alllUThI I/IH(bOpMaI_II/II/I B
PIH(bOpM&LIPIOHHOfI CUCTCMC B XOJIC €€ SKCILITyaTallun
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[IpoBeaeHue mpoBEpKM TOTOBHOCTH MEPCOHANA K 3KCIUIyaTallUH CUCTEMBI
3amUThl UH)OPMAIMY aBTOMATH3UPOBAHHON CHCTEMBI

[ToaroToBka JOKYMEHTOB, ONPEICISAIONIMX TPAaBUIA U MPOLETYPbl KOHTPOJIS
00eCTIeYeHHOCTH YPOBHS 3alIUIIEHHOCTH HH(OpMAIK, CoAepiKalleiics B
MHGOPMAIIMOHHOHN cUCTeEMe

HOI[FOTOBKa AOKYMCHTOB, OIPCACIIAIONNX IpaBujIa HW HOPOHCAYPhI
BbIABJICHUA HWHOUACHTOB, KOTOPBIC MOIYyT IIPUBCCTH K cOosIM  HIHn
HapylmieHUI0  (QYHKIMOHUPOBAaHUS  MHMOPMAIIMOHHOW  CHUCTEMBI |
BO3HMKHOBEHUIO YIpo3 6e30macHoCTH HHPOPMALIUU

[ToaroToBka JTOKYMEHTOB, ONPEACIAIONIMX MpaBWia W  OPOLEAYPHI
yIpaBieHUs KOH(UTYpalreld aTTeCTOBAaHHOW MH(POPMAITMOHHON CUCTEMBI U
CHUCTEMBI 3alTUThI HHGOPMAUKA UHPOPMAITMOHHON CHCTEMBI

Heobxonumblie ymeHust

PeanuzoBeiBaTh TpaBuia pasrpaHUUYEHUs JTOCTyMa TEepcoHaga K 0ObEeKTaM
J0CTyna

AHanu3upoBaTh MPOrpaMMHBIE U MPOTPaMMHO-ANNapaTHbIE pEIIeHUs MPU
MIPOEKTUPOBAHUM CHUCTEMbI 3alllUThl MHMOPMAIMU C LENIbI0 BBISBICHUS
ITOTEHIUAJIbHBIX YSI3BUMOCTEN 0e30MmacHOCTH uH(bopMauu B
ABTOMAaTH3UPOBAHHBIX CHCTEMAaX

KoHcynpTHpoBaHHe TmepcoHana aBTOMATH3UPOBAHHOW  CHUCTEMBI IO
KOMILJIEKCY Mep (TpaBujiaM, MpolenypaM, MpPaKTUYECKHUM IpueMaw,
PYKOBOISIIIUM TIPHHIIMIIAM, METOJaM, CPEICTBaM) OOECIEYCHHUS 3alllUThI
nHpopmanuu

OcymiecTBiaTh IJIaHUPOBAHHME W OpraHu3alyio paboThl MepcoHalla
ABTOMAaTHU3UPOBAHHOW CHCTEMBI C Y4Ye€TOM TpeOOBaHWN IO 3aIIuTe
nHpopManuu

KondurypuposaTh aTTecTOBaHHYIO0 HH()OPMAITMOHHYIO CHCTEMY H CHCTEMBI
3amuThl HHGOpMaIu HHHOPMAITMOHHONW CUCTEMBI

Heo06xoanMele 3HaHUS

HopmaTuBHbIE mTpaBOBBIE aKThl W  HAIMOHAJIBHBIC CTAaHAAPTHI  TIO
JUIEH3UPOBAHUIO B 00JIaCTH 00€CTICUEHHUSI 3aIUTHI TOCYIAPCTBEHHOMN TaiHBI
U cepTU(UKAIIUU CPEJICTB 3alIUThl HH(DOPMAIUU

MeTOI[BI, CHOCO6BI, Cpe€acTBa, MmoCjaea0BaTCIbHOCT U COACPKAHNEC 3TAIlOB
pa3pa60T1<1/1 ABTOMATH3UPOBAHHbIX CHCTEM n CHCTEM 3allINThI
ABTOMATHU3UPOBAHHBIX CUCTEM

HOpMaTI/IBHBIe IIPaBOBBIC AKThHI B oOnactu 3alllUThI PIH(bOpMaI_[I/II/I

PYKOBO,Z[HH_[I/IG n METOJHUYCCKHE JOKYMEHTEI YIIOJTHOMOYCHHBIX
Q)eﬂepaHLHLIX OpraHoB HCITOJIHUTEILHOH BJIACTH MO 3alIuTe HH(i)OpMaI_II/II/I

OpranuzanroHHbIE MEPHI 10 3alIUTe HH(DOpMaLIUN

Metoauku cepTUGUKAIIMOHHBIX UCTIBITAHUNA TEXHUYECKHX CPEJICTB 3allUThI
uHpOpMAIIMM  OT HECAHKIIMOHUPOBAHHOTO JOCTYNa M  YTEYKH TIO
TEXHUYECKUM KaHajaM Ha COOTBETCTBHE TPEOOBAaHHSIM IO OE30MACHOCTH
nHpopManuu

MCTOIU::I, CIIOCOOBI | CpeacTBa o0OecrieueHus OTKaSOYCTOﬁqHBOCTH
ABTOMATHU3UPOBAHHBIX I/IH(I)OpMaI_II/IOHHBIX CHUCTEM

Hpyrue
XapaKTEPUCTUKHU
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3.3. O0001meHHas TPyAOBasA GYHKIMSA

PazpaboTka cuctem 3amuTel HHGOPMALIUU
aBTOMATU3UPOBAHHBIX CUCTEM, UCIOIb3yEMBIX B
TOM YHCJIe HA 00BEKTaX KPUTHICCKON VposeHb
HaumenoBanme . Kon C 7
nH()OPMAMOHHON HHPPACTPYKTYPHI, B OTHOIICHUHT KBaNU(UKALIH
KOTOPBIX OTCYTCTBYET HEOOXOIUMOCTb MPUCBOCHUS
VM KaTeropuil 3Ha4UMOCTH
[Ipoucxoxnenue
. . 3anuMCTBOBAHO U3
0000IICHHO! TPYIOBOI OpurnHan X
OpUTHHaa
GbyHKIIIU
Kon PerucrpanmonHsIit
OpUrHHaja HOMEp
podhecCUOHATLHOT O
CTaHgapTa

Bo3moxHbIe
HauMEHOBaHHUS
JIOJDKHOCTEH,
npodeccuit

Benymuit unxenep — pa3paboTuuK CUCTEM 3alIUThl HHPOPMAIUU
Benymuit cnenuanuct no 3amute nHGopManum

PykoBoauTens mpoeKToB B 00J1aCTH pa3paObOTKHU CUCTEM 3allUTHI
nHpopmanuu

PykoBoauTens oTnena cucTem 3anuThl HHQOpMaIUn

TpebGoBanus k
00pazoBaHUIO U
00y4YCeHHIO

Bricmiee oO6pazoBanme — crieMaIMTET WM MarucTparypa B 00Jactu
WH(POPMAITMOHHOHN 0€30TaCHOCTH

TpeGoBaHMs K OTIBITY
MPAKTUYECKOU paboThI

Oco0Oblie ycrmoBHst
JoTycKa K paboTe

Hannuue nomycka k rocyapcTBeHHOM TaiiHe (TTpH HEOOXOTUMOCTH)

HApyrue
XapaKTCPUCTUKHU

PekoMeH1yeTcs JOTOTHUTEIbHOE TIPO(ECCHOHATBHOE 00pa30BaHKE —
MIPOrpPaMMBbI TIOBBIIICHHS KBAIM(DUKALIMK B 00J1aCTH HH(POPMAIIMOHHOM
0€30I1aCHOCTH

,HOHOJ'IHI/ITCJ'IBHBIC XapaKTECPUCTUKU

HaumeHnoBanue Ko HaumeHnoBaHue 6a30BOii IPyIIIbI, JODKHOCTH
JOKYMEHTa (mpodeccun) nim crnenuaIbHOCTH
OK3 2512 Pa3zpabotunku nporpaMMHOTo oOecreyeHus
EKC — Hmxenep-nporpaMMHCT (ITPOTPAMMUCT)
— HmxeHnep-nmporpaMMHCT 110 TEXHUYESCKOHN 3aIlIuTe
uHbopmaruu
OKIIATP 20911 ['maBHBIN cienUamuCT Mo 3amuTe HHHOpMaIuu
22567 WNuxenep mo 3amute HHGOpMAaIIH
26579 Crienuaiuct 1o 3amure nHHopMauu
OKCO 2.10.04.01 WndopmarnronHas 6e30macHOCTb
2.10.05.01 KowmmnbrotepHas 6e30macHOCTb
2.10.05.02 WNndopmanronnas 6e30macHOCTb
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM
2.10.05.03 HndopmanionHo# 6€30MacHOCTH aBTOMAaTU3UPOBAHHBIX
cHCTEM
2.10.05.04 HnpopmanioHHO-aHATTUTUYECKUE CUCTEMBI
0€3011aCHOCTH
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2.10.05.05 BezonacHocTh MH(GOPMALIMOHHBIX TEXHOJIOTHN B
IPaBOOXPAaHUTEIBHOHU cepe

2.10.05.06 Kpunrorpadus

2.10.05.07 [IpoTuBOAEHICTBYE TEXHUUECKUM PAa3BEIKAM

3.3.1. TpynoBas pyHkuus

HaumenoBanue

TectupoBaHue cUCTEM 3aIUTHI HHPOPMALTUU YpoBeHsb
ABTOMAaTHU3UPOBAHHBIX CUCTEM

Kox | C/01.7 | (momyposenb) 7

[poucxoxneHue TpynoBoi
GbyHKIIIU

KBaJTU(hUKATTN
Opurmsan X 3aMMCTBOBAHO M3
OpUTHHAIA
Kon PerucrpanmonHsIit
OopurMHana HOMEpP
poQeCCUOHATHLHOTO
cTaHjaapTa

Tpynoseie nericTBUs

[IpoBenenne ananu3a CTPYKTYPHBIX U (DYHKIIHOHATBHBIX CXEM 3alUIIICHHBIX
ABTOMAaTHU3UPOBAHHBIX HWH(OPMAIMOHHBIX CHUCTEM C I1ETbI0 BBISBICHUS
MOTEHIUATbHBIX YSA3BUMOCTEN nH(pOpMAITHOHHON 0€30macHOCTH
ABTOMAaTHU3UPOBAHHBIX CUCTEM

BoisiBnenue  ys3BUMOCTH HMH(OPMAIIMOHHO-TEXHOJOTHYECKUX PECypPCOB
ABTOMAaTHU3UPOBAHHBIX CHCTEM

BrisiBnenne  OCHOBHBIX ~ yrpo3  Oe3omacHOCTH  WHPOpMAIMA B
ABTOMAaTH3WPOBAHHBIX CHCTEMaX

CocraBiiecHHE METOJMK TECTUPOBAHHUS CHUCTEM 3allUuThl  HHGOpPMAIH
ABTOMAaTHU3UPOBAHHBIX CHCTEM

[TogOop WHCTpYMEHTANbHBIX CPEICTB TECTUPOBAHMSI CHUCTEM 3alllUTHI
nH(pOopMalUy aBTOMAaTU3UPOBAHHBIX CUCTEM

CocraBnenue IIPOTOKOJIOB TECTUPOBaHHA CHUCTEM 3alllMTHI I/IH(bOpMaI_[I/II/I
ABTOMAaTHU3UPOBAHHBIX CUCTEM

Heo6xomumbie ymeHus

AHaJ'II/I3I/IpOBaTI) OCHOBHBIC XapaKTCPUCTUKHU u BO3MOHOCTHU
TCJIICKOMMYHHUKAIIMOHHBIX CUCTEM II0 II€pCaAdC I/IH(i)OpMaHI/II/I

AHanu3MpoBaTh  OCHOBHBIE  y3JIbI M  YCTPOMCTBA  COBPEMEHHBIX
ABTOMATU3UPOBAHHBIX CUCTEM

[IpuMeHsATh NEHCTBYIONIYIO HOPMAaTHUBHYKO 0a3y B o0yacTH oOeCredYeHHUs
0e301acHOCTH HHGOPMAITIH

KonTponmupoBarh (QYHKIIMOHUPOBAHHE TEXHUYECKUX CPEACTB 3alIHUTHI
nHpopManuu

BoccranaBinuBath (3aMEHSTH) OTKA3aBIIME TEXHUYECKUE CPEICTBA 3allUTHI
nHpopManuu

HeO6XOI[I/IMHC 3HaHUA

[TpuHuMOBl MOCTpOEHUS U (YHKIMOHUPOBAHUS CHUCTEM M CeTel mepenadu
uHpopMaluu

OTajgoHHAs MOJEJb B3aMMOACHCTBUS OTKPBITBIX CUCTCM

OcHOBHBIE yrpo3bl 0€30MacHOCTH MH(OPMAIMM U MOJIENIM HApyUIUTENs B
aBTOMAaTH3UPOBAHHBIX CHCTEMaX

OcHOBHBIE MCPBI 110 3alIUTEC HH(bOpMaHHH B aBTOMATU3HWPOBAHHBIX CUCTCMAX

OcoOeHHOCTH 3alllUThI I/IH(I)OpMaI_II/II/I B AaBTOMATHU3UPOBAHHBIX CHCTCMaAX
YIIpaBJICHUA TCXHOJIOTMYCCKUMH MTPOLECCaMU

HpI/IHLII/IHLI MMOCTPOCHUMA CpcaAcCTB 3alllUThI I/IH(I)OpMaLII/II/I oT
HCCAHKIIMOHUPOBAHHOI'O JOCTYIIA U YTCUYKU IO TCXHUYCCKUM KaHaJIaM
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OcHOBHBIE ~ KpUNTOrpaUUecKue METOJbl, AJITOPUTMBI, POTOKOJIBI,
MCHOJIb3yeMbIE JUIS 3aIIUTHI HHPOPMALIMU B aBTOMATU3UPOBAHHBIX CHCTEMaX

Texuuueckne KaHabl yTeUKU WHPOPMAIIH

Texuuueckue cpernctBa KOHTPOIS  S(QGEKTUBHOCTH Mep  3aIUTHI
nHbOpMauu

OpraHu3airoHHbIC OCHOBBI 3aIIHTHI uHpopmanuu oT
HECaHKI[MOHMPOBAHHOTO JOCTYIIa U YTCUYKH [0 TEXHHMYCCKMM KaHajlaM Ha
00BeKTax HHHOPMATH3ANH

HopmaTuBHBIE TpaBOBbIE aKThI B OOJIACTH 3alTUTH HH(POpMAITUH

PykoBomsmme U METOAMYECKHME  JOKYMEHTHI  YIIOJHOMOYEHHBIX
(henepanbHBIX OPraHOB MCTIOJHUTEIHLHOM BIACTH MO 3aIUTe WHPOpMAIUU

OpraHu3anvoHHbIE MEPHI 110 3alIUTe HH(DOpMaLIUN

HApyrue
XapaKTCPUCTUKU

3.3.2. TpynoBasi pyHkuus

Pa3paboTka mpoeKTHHIX pEIIeHUH 10 3aIIUTe Yposerb
HanvieHoBanne | yydyopmarun B aBTOMAaTH3HPOBAHHBIX CHCTEMAX Kon | C/02.7 | (moyposen) 7
KBaJM(UKAIIU
[TpoucxoxeHue TpynoBon Opurmsan X 3auMCTBOBAHO U3
GbyHKIIMN OpHUIr'MHaNa
Kon PerucrparmonHsrit
OpUTHHAJA HOMEp
poeccHoHaNBHOrO
CTaHmapTa

TpynoBbie nelCTBUS

Pazpabotka wmoxmenu yrpo3 ©Oe3omacHOCTH HWHPOPMAIMM ¥ MOJETH
HApYIIUTENs] B aBTOMAaTH3UPOBAHHBIX CHCTEMax

Pa3pa60TI<a MOI[GJ'IGI\/'I ABTOMATU3HWPOBAHHBIX CHUCTEM H IIOJACHUCTEM
0e30I1aCHOCTH ABTOMATU3HWPOBAHHBIX CUCTEM

Pa3zpaboTka MPOEKTOB HOPMATHUBHBIX JTOKYMEHTOB, pEriaMEHTHPYIOUIHX
paboTy 1o 3anmTe HHHOPMAITIH

Pa3paboTka npeasiokeHuil MO COBEPIICHCTBOBAHUIO CHUCTEMbI YIIPABJICHUS
0€30MacHOCThI0 HH(POPMAIIMH B aBTOMAaTU3UPOBAHHBIX CUCTEMAaX

Heob6xonumblie ymeHust

[IpuMeHnsaTh NEHCTBYIONIYI0O HOpPMaTHBHYK 0a3zy B obnacTu obecriedeHus
3alUThl UHQOpMAIUU

HpI/IMeHHTL HOPMAaTUBHBIC JOKYMCHTHI 110 HpOTPIBOI[CﬁCTBHIO TEXHUYECKOH
Pa3BCIKE

Knaccudpumnuposare 3amumaeMyo MHGOpPMAlMIO IO BHAAM TalHBI H
CTENEHSAM KOH(PHUIACHIIUATHHOCTH

OHpe,Z[eJ'ISITL THIIbI Cy6’LeKTOB AO0CTYyIIa U 00BEKTOB AOCTYIIA, ABJIAIOLINXCA
00BbEKTaMU 3alIUThI

OHpe,Z[eJ'ISITL MCTOJbI YHPpABJICHUA AOCTYIIOM, THUIIBI HOCTYIIAa W IIpaBUJIa
pasrpaHnuvuCHuA OOCTYIIa K 00BEKTaM AO0CTYIIa, MOJJIC)KallUM peain3dalluv B
aBTOMaTHSHpOBaHHOﬁ CHUCTEMC

BLI6I/IpaTL MCPBI 3allIUThI HH(bOpMaHPII/I, MoJIC)Kalue peajin3alnuu B CUCTEME
3aIIUThI I/IH(I)OpMaI_[I/II/I aBTOMaTHSHpOBaHHOﬁ CHUCTEMBI

OHpe)leJ'IHTL BHUJBI U TUIIBI CPCACTB 3alIUTLL I/IH(I)OpMaI_II/II/I, O6€CH€‘-II/IBaIOH_[I/IX
pCAIN3aAlUI0 TEXHUYICCKUX MEP 3alIUThI I/IH(I)OpMaI_[I/II/I

Omnpenendars CTPYKTYpY CUCTEMBI 3aIUTHI uHpOpMaLUU
aBTOMATH3UPOBAHHOM CHUCTEMbl B COOTBETCTBHM C TpeOOBaHMSIMHU
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HOPMATUBHBIX IPABOBBIX JOKYMCHTOB B obmactu 3allUThI I/IH(bOpMaI_[I/II/I
ABTOMATHU3UPOBAHHBIX CUCTCM

Heob6xoaumMsble 3HaHUS

PykoBomsmme U METOAMYECKHE  JIOKYMEHTBl  YIOJHOMOYEHHBIX
(henepanbHBIX OPraHOB MCIIOJTHUTEIHHOM BIACTH 10 3alIUTe WH()OPMALIUN

HopmaruBHblE 1npaBOBbIE aKThl W HAUUMOHAIBHBIC CTAaHIAPTHl IO
JMIIEH3UPOBAHUIO B 00JIACTH 00ECTIeYeHHS 3aIIUTHI TOCYIaPCTBEHHOM TaliHBI
1 CepTH(HKAINN CPEACTB 3alIUTHI HHPOPMALIUN

[IpuHuMnbl MoCTpoeHHs U (PYHKUMOHUPOBAHUS, IPUMEPHl peanu3aluu
COBPEMEHHBIX JIOKAIbHBIX M TIJI00AJbHBIX KOMIIBIOTEPHBIX CETEH M HX
KOMIIOHEHTOB

OcobeHHOCTH 3amUTHl WH(OPMAIMM B aBTOMATHU3MPOBAHHBIX CHCTEMax
YIPaBICHUS TEXHOJIOTHYECKUMH MPOLIECCAMU

Kpurepun ounenkn 5>(QQeKTUBHOCTM M HaJEKHOCTU CpPEJICTB 3alllUThI
HH(pOpMalUK TPOrpaMMHOr0 0OecreyeHns] aBTOMaTU3UPOBAHHbBIX CUCTEM

[IpyHUMOBI OpraHu3allid MU CTPYKTypa CHUCTEM 3allluThl MHGOpMaIUU
MIPOrPaMMHOTO OOECTeueHUs] aBTOMATU3UPOBAHHBIX CUCTEM

OcCHOBHBIC XapaKTCPUCTUKHU TCXHUYCCKUX CPEACTB 3allIUThI I/IH(i)OpMaHI/II/I oT
HCCaAaHKIIUOHUPOBAHHOI'O JOCTYIIA U YTCUCK 10 TCXHUYCCKHUM KaHaJlaM

[puanuns! GopMupoBaHHs TOJUTUKH MHPOPMAIIMOHHON 0€30MacHOCTH B
ABTOMAaTU3UPOBAHHBIX CHCTEMAX

HApyrue
XapaKTCPUCTUKHU

3.3.3. TpynoBasi pyHkuus

Pa3zpaboTka 3kcruTyaTalinoHHON YpoBeHb
Haumenosanue | TOKYMEHTAllMU HA CUCTEMBbI 3aIlIUTHI Kox | C/03.7 | (momypoBens) 7
nH(pOpPMAIIUKA aBTOMATU3UPOBAHHBIX CHCTEM KBaMHUKAIIH
IIpoucxoxaeHue OBOM 3aMMCTBOBAHO W3
P A PyA Opurunan X
GbyHKIIMN OpHIHHANa
Kon PerucrparmonHsrit
OpUrvHaIa HOMEp
npoecCHOHANBHOrO
cTaHzaapTa

TpynoBeie neiicTBus

AHanu3 TeXHUYECKON NOKYMEHTaluu MHPOPMAIMOHHON HH(PACTPYKTYpHI
ABTOMATU3UPOBAHHOM CHCTEMBI

Amnanus 3aIUIIEHHOCTH UH(OPMALIMOHHON UHGPACTPYKTYPHI
ABTOMATU3UPOBAHHOM CHCTEMBI

@dopmupoBanue TpeboBaHMII MO 3amuTe UHGOPMALUHU, BKIHOYAS
WCIIOJIb30BaHME MAaTEeMaTHUECKOTO ammaparta A peHieHHs] MPUKIAJIHBIX
3a/aq

JIOKyMEHTHUpPOBaHHE MPOTPAMMHOTO OOECHEeUeHMsI, TEXHUUECKUX CPEACTB,
0a3 JaHHBIX U KOMIIBIOTEPHBIX CETel ¢ yueToM TpeOOoBaHUi 10 0OecreueHUI0
3alUThl HHQOpMAIUU

AHanmu3  CTPYKTYpHBIX W (YHKUMOHAJBHBIX CXEM  3allMIIEHHbIX
aBTOMATH3UPOBAHHBIX MH(POPMAIIMOHHBIX CUCTEM

ObocHoBaHue KpUTEPUEB 3 PEeKTUBHOCTH (bYHKIIMOHUPOBAHUS
3alUIIEHHBIX aBTOMAaTU3UPOBAHHBIX HH(POPMAIITMOHHBIX CUCTEM
[Tpumenenue pOrpaMMHO-aNnapaTHBIX CpelCcTB obecrieueHUs

0e30MmacHOCTH I/IH(bOpMaI_II/II/I B ABTOMATU3UPOBAHHBIX CUCTCMAX
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Heo0xoaumbie ymeHUs

Onpenenars Mepsl (IpaBuiia, MHPOLUEAYPHI, NPAKTUYECKUE IPUEMBI,
PYKOBOJAIINE MPUHIUIBI, METOJIbI, CPEACTBA) IS 3alUThl HH(pOpMAIH B
ABTOMAaTHU3UPOBAHHBIX CUCTEMAX

Pa3pabarpiBaTh  TEXHWYECKHE 3aJaHWsl HA  CO3JIaHUE  TIOJICHCTEM
nH()OPMAIIMOHHON OE30IMACHOCTH aBTOMATH3UPOBAHHBIX CHCTEM

[IpoekTrpoBaTh MOJCHUCTEMBI 0€30MACHOCTH HH(DOPMAIMK C y4ETOM
JEUCTBYIOIIMX HOPMATUBHBIX U METOAUYECKUX TOKYMEHTOB

PazpabaTpiBaTh MOJENM aBTOMAaTU3MPOBAHHBIX CHUCTEM M CHCTEM 3aIIUTHI
nH(pOpPMAIMK aBTOMATH3UPOBAHHBIX CUCTEM

HCCHGI{OBaTI) MOJCIIM aBTOMATU3UPOBAHHBIX CUCTEM H CHCTCM 3alllUTbI
0e30I1acCHOCTH ABTOMATU3HWPOBAHHBIX CUCTEM

AHanusupoBarb IIPOTpaMMHEIE, APXUTEKTYPHO-TEXHUYECKUE "
CXEMOTEXHUYECKNE PEUICHUSI KOMIIOHEHTOB aBTOMaTU3UPOBAHHBIX CHUCTEM C
LEIBI0  BBIABICHUS TNOTCHIUAIBHBIX YA3BUMOCTEH CHCTEM  3alllUTHI
nH(pOopMaliy aBTOMaTU3UPOBAHHBIX CUCTEM

OuenuBath MHQOPMALIMOHHBIE PUCKU B aBTOMATU3HPOBAHHBIX CHUCTEMax U
omnpenensiaTb HMH(POPMALMOHHYI0O HHPPACTPYKTYpPY U HHPOPMAIOHHBIE
pecypcehl, OJUIeKAIUE 3aLUTe

[IpoBOIUTE TEXHUKO-DKOHOMHUYECKOE OOOCHOBAHHME MPOEKTHBIX pPELICHUM
MIPOrpaMMHO-aNMNapaTHBIX CPEeACTB oOecnedeHus 3aiuThl UHOpMalUuu B
aBTOMAaTH3UPOBAHHOM CHCTEME C Liebl0 oOecredeHus: TpedyeMoro ypoBHs
3aIUIICHHOCTH

UccnenoBath 3G GEKTUBHOCT,  MPOEKTHBIX  PELIEHUH  MPOrpaMMHO-
anmapaTHbIX  CpPEeICTB  oOeclieyeHus  3allUThl  HMHpOpMAlMU B
aBTOMAaTH3UPOBAHHOI CHCTEME C LIeIbl0 OOecredeHus: TpeOyeMoro ypoBHs
3aLUIEHHOCTH

[IpoBOIUTH KOMIUIEKCHOE TECTUPOBAHHUE U OTIAAKYy allllapaTHbIX W
MIPOrPAMMHBIX CUCTEM 3aIIUTHI HH(POpMALIUU

Heo06xoanMele 3HaHUS

OcHOBHbBIE METO/IbI YIIpaBICHHS HHPOPMAITHOHHON 0€30IaCHOCTHIO

OcHOBHbBIE MOHATHS TEOPUU ABTOMATOB, MATEMaTUYECKOM JIOTUKU, TEOPUU
ITOPUTMOB U Teopuu rpadoB

OcHOBHBIC METOJIbI YIIPABJICHUS MPOCKTaMH B 00JacTH MH()OPMAIIMOHHOM
0€30I1aCHOCTH

HanpioHanbHbIe, MEXKIoCylapCTBEHHBIE W MEXIyHApOIHBIC CTaHIApPTHI B
00Js1acTy 3amuThl HHGOPMAITIH

OCHOBHBIC MCPBLI 110 3alIUTC I/IH(I)OpMaI_II/II/I B aABTOMATHU3UPOBAHHBIX CUCTEMAX

OcobeHHOCTH 3allIUThI I/IH(l)OpMaI_II/II/I B AaBTOMATU3HUPOBAHHBLIX CHCTCMAX
YIIPaBJICHHUSA TCXHOJOTMYCCKUMHU ITPOLIECCAaMU

Yrpo3sl 6e30nacHOCTH, UHOOPMALIMOHHBIE BO3JICHCTBYS, KPUTEPUU OLIEHKH
3alUIIIEHHOCTH M METOJbI 3alIUThl MHPOPMAIMK B aBTOMAaTH3WPOBAHHBIX
CUCTEMax

MCTOI[LI, CHOCO6LI, CpCACTBA, MOCICAOBATCIBHOCTD U COACPIKAHUC ITAIIOB
p33pa6OTKI/I ABTOMATU3UPOBAHHBIX CUCTEM U CUCTEM 3alIUTHL I/IH(I)OpMaI_II/II/I B
ABTOMATHU3UPOBAHHBIX CUCTCMAX

HpOFp&MMHO'aHHapaTHLIe cpeacrBa obecneueHus 3alllUThI I/IH(l)OpMaI_II/II/I B
IporpaMMHOM oOecreueHUH ABTOMATU3WPOBAHHBIX CUCTEM

OcHoBHEBIE CpCACTBa, CIOCOOBI H MNPUHOUIIBI TIOCTPOCHUA CHUCTEM 3alllUThI
I/IH(l)OpMaI_II/II/I ABTOMATU3HUPOBAHHBIX CUCTEM

HOpMaTI/IBHLIe IIPaBOBLIC AKTHI B obmacTu 3alIUThI I/IH(pOpMaL[I/II/I

PYKOBO,Z[HH_[I/IC n METOJHUYCCKHE JAOKYMCHTBI YIIOJTHOMOYCHHBIX
(be)lepaHLHLIX OpraHoOB HCIIOJHUTEILHOM BIACTH IO 3alIUTE I/IH(l)OpMaLII/II/I
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Apyrue -
XapaKTCPUCTUKU

3.3.4. TpynoBasi pyHkuus

Pa3p360TKa IMpOrpaMMHBIX U IIPOTrPpaMMHO- YpoBeHb
Haumenopanue | anmapaTHBIX CPEIICTB JJISI CACTEM 3alUThI Kon | C/04.7 | (momypoBens) 7
nHGOpPMAINY aBTOMATH3UPOBAHHBIX CUCTEM KBaJHHKALIH
IIpoucxoxnenu BOH HMCTBOBAHO U
POHUCXOXKIEHUE TPYIOBO Opurmman X 3auMCTBOBAHO U3
GbyHKIIIHU OpHUruHasa
Kon PerucrpanmonHsIit
opuruHaia HOMED
npoeccHoHaNBHOTO
crapgapTra
TpynoBbie nelCTBUS PazpaboTka TEXHUYECKOU JTOKYMEHTAIUA Ha KOMIIOHEHTBI

aBTOMAaTU3UPOBAHHBIX CHCTEM B COOTBETCTBUHU C TpeOoBaHusMHU EnmHoit
CHUCTEMBI KOHCTpYKTOpckoil mokymeHtaruu (manee — ECK]]) u Enunoit
CUCTEeMBbI TporpaMMHOM okymeHnTanuu (naisee — ECITJI)

Cunres CTPYKTYPHBIX nu q)YHKHHOHaJ'II)HI)IX CXEM S3alIUIICHHBIX
ABTOMATHU3UPOBAHHBIX CUCTEM

Pa3paboTtka mnporpamMmHOro ooOecredyeHus, TEXHHUYECKUX CpelICcTB, 0a3
JAHHBIX U KOMIIBIOTEPHBIX CETeH ¢ yd4eToM TpeOOoBaHMU MO 00eCHedeHHo
3aIuThl HHOOPMAITIH

Pa3paboTka SIEKTPOHHBIX CXeM C YYETOM TpeOOBaHM 110 3alUTe
nHpopManuu

OntuMuzanust paboThl JEKTPOHHBIX CXEM C Y4ETOM TPeOOBaHHMIA MO 3aIlUTe
nHpopManuu

Heo6xomumbie ymenust | O1ieHUBaTh CI0KHOCTh aJITOPUTMOB M BEIYMCIICHUAN

Pa3pa6aTBIBaTb TECXHHUYECCKHEC 3aJaHHus Ha CO3JaHue IOACHUCTEM
0e30I1aCHOCTH I/IH(bOpMaI_[I/II/I ABTOMAaTHU3HUPOBAHHBIX CUCTEM, IIPOCKTUPOBATH

TaKU€ IIOACUCTEMBI C YYETOM Tpe6OBaHI/II7I HOPMATHUBHBIX JOKYMCHTOB,
ECKJI u ECIIJI

AHaJ'II/I3I/IpOBaTI) IIpOrpaMMHEIC, APXUTCKTYPHO-TEXHUYCCKUEC u
CXEMOTCXHHUYCCKHUE PCHICHUA KOMIIOHCHTOB aBTOMAaTU3HPOBAHHBIX CUCTEM C
IO CIbIO BBISABJICHU A NOTCHOUAJIBbHBIX YHSBHMOCTeﬁ 0e30macHOCTH
I/IH(I)OpMaI_[I/II/I B ABTOMATHU3UPOBAHHLIX CUCTCMAX

HpOBOI[I/ITL KOMIIZICKCHOC TCCTUPOBAHHC allllapaTHbIX MW IIPOIPaMMHBIX
CpCaACTB

HeoOxomumebie 3Hanus | [IpodeccronansHas u  KpunTorpaduueckass TEPMHHOJIOTHUS B  OO0JIACTH
0e30macHOCTH HHGOPMAITUH

OcHoBHEBIE I/IH(I)OpMaI_[I/IOHHBIe TCXHOJIOTHH, HCIIOJIb3YEMbIC B
ABTOMATHU3UPOBAHHBIX CUCTCMAX

CpenctBa u criocoObl oOecriedeHns: 6e30macHOCTH UH(OPMAIUH, TPUHIUIIBI
MIOCTPOEHHSI CUCTEM 3alUThI HH(OpMAIMU

OcHoBHEBIE KpI/IHTOFpa(bI/I‘-IeCKI/Ie MCTOHbI, AJIITOPUTMBI, ITPOTOKOJIBI,
HCIIOJIb3YEMBIC JJIs1 3allIUThI I/IH(l)OpMaI_II/II/I B aBTOMATU3HWPOBAHHBIX CUCTEMAX

COBpeMeHHLIC TCXHOJIOTHH TPOTrpaMMUPOBAHUSA

OTagoHHAs MOJEIb B3aUMOJICHCTBHS OTKPBITBIX CUCTEM, OCHOBHBLIC
IPOTOKOJIbI, MNOCICAOBATCIBHOCT U COACPIKAHUC OSTAIIOB IOCTPOCHUA U
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(yHKIMOHUPOBAHUS JOKaIbHBIX U TJ00AJIBHBIX

KOMIIBIOTEPHBIX CeTel

COBPEMEHHBIX

OcobenHocTr 3amuThl MHGOPMAIMM B aBTOMATH3WPOBAHHBIX CHUCTEMAaX
YIPaBJICHUS TEXHOJOTHYECKUMH IPOLIECCAMU

[MpuHIMOBL pabOTHl 3JIEMEHTOB W (DYHKIMOHAIBHBIX Y3JIOB 3JEKTPOHHOM
afnrmaparypbl, THUIIOBBIC CXCMOTCXHUYCCKHEC PCHICHHUSA OCHOBHBIX Y3JIOB U
0JIOKOB AJIEKTPOHHOM amnmapaTypbl

[IpuHIMOBL OpraHM3alUy JOKYMEHTHPOBAHHS pa3padOTKU M Ipolecca
COIPOBOKJIEHMSI IPOTPAMMHOTI0O U alapaTHOro o0ecreyeHus

MGTOI[I)I TGCTI/IpOBaHI/ISI H OTJIaIKHU HpOFpaMMHOFO nu annapaTHoro
o0ecrieueHns

ApXUTEKTypa, OCHOBHBIE MOJIEIH, IOCIEIOBATEIBHOCTh M COJAEpIKaHHE
9TaroB NPOEKTUPOBaHMsI, (pU3nUecKas opraHuzanus 6a3 JaHHBIX

HopmartuBHbIe npaBoBbI€ aKThl B 00JIACTH 3alIUTHI HHPOPMAIUH

PykoBomsmme W METOAMYECKHE  JIOKYMEHTHI  YINOJHOMOYEHHBIX
(henepanbHBIX OPraHOB UCTIOJHUTEIHLHOM BIACTH MO 3aIUTe HHPOpMaAIUU

HApyrue
XapaKTCPUCTUKHU

3.4. O0001meHHas TPpyAOoBas GYHKIMSA

dopmupoBaHue TpeOOBaHUN K 3aIIUTE
nHGOpMaLUY B aBTOMaTU3UPOBAHHBIX CUCTEMAX,
UCIOJb3yEMBIX B TOM YHCIIE Ha 00BEKTaxX

HaumeHoBanne | KpUTHYECKOM MH(YOPMALMOHHOM HHPPACTPYKTYyphl, | Kox | D YposeHp 7
> KBaJM(DUKAILU
B OTHOIIICHUH KOTOPBIX OTCYTCTBYET
HEO00XOMMOCTh IPUCBOCHUS UM KaTeropui
3HAYNUMOCTHU
IIpoucxoxnenue
N . 3anMCTBOBAHO U3
00001IEHHOI TPY10BO# Opurunan X
OpUTHHAA
GbyHKIIMN
Kon PerucrpatmonHsrit
OpUTHHAJA HOMeEDp
npoecCHOHANBHOrO
CTaHmapTa
Bo3moxubie ['maBHBIN cienyaIMCT 1O 3anuTe HHHOPMAaIH
HanMCHOBAHMU 3aMecTUTEID PYKOBOOUTCIIA ACTIApTAMCHTA (OTI[GJ'Ia) I/ICCJ'ICI[OBaHI/Iﬁ u
JOJDKHOCTEH, pa3paboToK
npodeccuit PykoBoauTens nenapraMmenTa (0TAena) ucciaenoBaHuil 1 pa3paboTok

TpeboBanus k
00pa3oBaHUIO U
00yueHuI0

Bricuiee o6pa3zoBaHue — cielIMAIMTET UM MarucTpaTypa B 006JacTu
MH(pOPMAIIMOHHOM 0€301MaCHOCTH U JIOMIOJHUTEIbHOE MPO(EeCCHOHAIBHOE
o0pa3oBaHue — MPOrpaMMbl OBBIIIEHUS KBATU(UKAIIMK B 00JIACTH
nH(pOpMaIMOHHOH 0€301MacHOCTH

17011

Beiciiee oOpa3oBanue — acupanTtypa (aIbIOHKTYpPa) U JIOMOJIHUTEIHHOES
npoeccruoHanbHOe 00pa30BaHKUe — MPOrPaMMBbI TTOBBIIIEHUS KBATU(PHUKAIIUN
B 00acTu MHGOPMAIIMOHHON 6€3011aCHOCTH

TpeboBanus K onbITY
MPAKTUYECKON pabOTHI

He menee nsatu et B o06nacTu 3alllUThI I/IH(I)OpMaI_II/II/I, B TOM 4YMCJIC Ha
PYKOBOAAIMUX NOJDKHOCTAX HE MCHEC TPCX JICT, JII UMCIOIIUX BBICHICC
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o0pa3oBaHHe — CIEHUAIUTET WIN MarucTparypa B o0J1acTH
nH(pOPMAIIMOHHOH 0€301MacHOCTH

HIIN

He menee Tpex neT B 00J1aCTH 3alIUTH HHPOPMAIIMH, B TOM YUCIIC Ha

PYKOBOAAIUX OOJDKHOCTAX HEC MCHEC ABYX JICT, JJII MMCIOIIUX BBICIICC

o0Opa3zoBaHue — acupanTypa (aIbIOHKTypa)

OcoObie ycroBust
JOITyCcKa K paboTe

Hanuuune nonycka k rocy1apcTBEHHOM TaiiHe (IIp1 HEOOXOIUMOCTH)

HApyrue
XapaKTCPUCTUKU

JIOTIOJTHUTEIBHBIE XapAKTEPUCTUKN

HaumenoBanue Kox HaumenoBanue 6a30B0ii rpyIiibl, JOHKHOCTH
JOKYMEHTA (mpodeccun) UK crenruaIbHOCTU
OK3 1213 PykoBoauTeny B 00macTi onpeaeeHus MOTUTHKH U
TUTAHUPOBAHUS JICATEIIBHOCTH
EKC - Jupektop (HadaJbHUK) BEIUMCIUTEIHLHOTO
(MHGOPMAITMOHHO-BBIYUCIUTEIBHOTO) IIEHTpa
- HavansHuk oTaena nHGpoOpMaImu
- Hauanpauk otnena (mabopaTopun, CEKTOpa) 1Mo 3aIuTe
uH(bopMauu
— HavanbHUK TEXHUYECKOTO OT/eINa
OKIIATP 20911 ['aBHBINA CrIENMATIACT IO 3aIUTe HHGOPMAITUH
OKCO 2.10.04.01 NudopmanmronHas 6€301acHOCTh
2.10.05.01 KommprorepHas 6€30macHOCTb
2.10.05.02 NudopmanmonHas 6€30macHOCTh
TEJIEKOMMYHUKAIIMOHHBIX CHUCTEM
2.10.05.03 NudopmannmonHoi#t 6€301MacHOCTH aBTOMAaTHU3HPOBAHHBIX
CUCTEM
2.10.05.04 NHpopManmoHHO-aHATUTUYECKHE CHCTEMBI
06e30MacHOCTH
2.10.05.05 be3onacHOCTh MHPOPMAIIMOHHBIX TEXHOJIOTHI B
IIPaBOOXPaHUTENBbHOI chepe
2.10.05.06 Kpunrorpadus
2.10.05.07 [IpoTuBOACHCTBHE TEXHUYECKUM pa3BeaKam
OKCBHK’ 051319 MeTobl ¥ CHCTEMBI 3alUThl HHPOPMAIIH,
nHpopMaImoHHas 6€301acCHOCTh

3.4.1. TpynoBasi pyHKIUS

HanmenoBanue

IIpoucxoxaenue TpyaoBon
¢byHKIIN

O06ocHOBaHHE HEOOXOAUMOCTH 3AIUTEI VYposenb
MH(OPMALIHH B aBTOMATH3HPOBAHHON cHcTeMe | NOA D/01.7 | (monyposens) 7
KBaITU(UKAIAN
3aMMCTBOBAHO W3
Opurunan X
OpHUrHaJIa
Kon PerucrpanuonHstit
OopurnHaia HOMCEp
podeCCHOHATHFHOT O

CcTapgapTra
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Tpynoseie nencTBus

Amnanu3 xapakrtepa oopadaTsiBaeMoii HH(OPMAIMU U OTIPE/ICICHUE TIepeUHs
nH(bOpMaINH, TTOAISKAIICH 3aIIuTe

BoisiBiieHHMEe cTeneHW yd4acTusi IepcoHana B 0O0paboOTKe 3alluIIaeMoi
uHbopMaun

[ImanupoBaHue MEpONPHUATHI MO OOECIEYCHUIO 3alIUThl MH(OPMAIH B
ABTOMAaTHU3UPOBAHHON CUCTEME

Ornpenenenue Tpedyemoro KJ1acca (ypoBH:) 3aIUIIEHHOCTH
aBTOMaTH3HpOBaHHOﬁ CHUCTEMBbI

ObocHoBaHWEe HEOOXOAMMOCTH  HWCHOJB30BAHUS  KPHUNTOrpaudecKux
CpPEeACTB 3alIUThl HH(DOPMAIH

Pa3paboTka OTYETHBIX JOKYMEHTOB U pa3fesioB TEXHUUECKUX 3aJaHHUM

Heobxonumblie ymeHust

AHEL]'II/I?.I/IPOB&TB oejar COo3aaHusd aBTOMATU3UWPOBAHHBIX CHCTCEM M 3aJ1aydu,
pemracMbI€C aBTOMATU3UPOBAHHBIMU CUCTEMAaMHU

BbisBnsATE  yA3BUMOCTH  MH(OPMALIMOHHO-TEXHOJIOTMUECKUX  PECypPCOB
ABTOMAaTHU3UPOBAHHBIX CUCTEM

KnaccudumupoBats 3amumiaeMyr0o UHQOPMAIMIO 1O BHUAAM TalHBI U
CTeNeHsIM KOH(QUICHIMATPHOCTH M OLEHUBATh Yrpo3bl 0O€30MacHOCTU
nHpopmanuu

OpranuzoBbiBaTh pabOThl MO CO3JAHUIO, BHEIPEHUIO, MPOEKTUPOBAHUIO,
pa3paboTKe U COMPOBOXKICHHUIO 3AIUIIIEHHBIX ABTOMAaTU3UPOBAHHBIX CUCTEM

Hcnonb30BaTh pUCKOBYIO METOIOJIOTHIO YITPABJICHUS 3alIUTON HH(GOpMAITUN
B ABTOMATU3UPOBAHHOM CHCTEME

Onpenenary KiIacc 3allMIIEHHOCTH aBTOMATH3UPOBAHHBIX CHUCTEM H €€
COCTaBHEIX YacTel

Heo06xoanMele 3HaHUS

OcHoBHbIE nH(OpPMaLIMOHHbBIE TEXHOJIOTUH, HCIIOJIb3yeMble B
ABTOMATU3UPOBAHHBIX CHCTEMAaX

OcHoBHBIE yrpo3bl 0€30MaCHOCTH MH(POPMAIMK U MOJEIN HapyIIUTEs B
ABTOMATU3UPOBAHHBIX CHCTEMAaX

Bupl nHGOpMAIIMOHHBIX BO3JCHCTBUN M KPUTEPHH OLICHKHU 3aIUIICHHOCTH
“H(pOpPMAIIUK B aBTOMATH3WPOBAHHBIX CUCTEMAX

MeTOI[BI 3alIUThI I/IH(I)OpMaHI/II/I OT HCCAHKIOHWOHHUPOBAHHOI'0O MOOCTyIla H
YTCYKHU 110 TCXHUYCCKHUM KaHaJlaM

[IporpammHo-anmnapaTHbie cpeicTBa oOecnedeHus 3aluThl HHOpMaluU B
MIPOrpaMMHOM OOECIIeYeHUN aBTOMATU3UPOBAHHBIX CUCTEM

MeTOI[LI, crocoObl U CpeacTtBa obecrneueHus OTKaSOYCTOI;'I‘lHBOCTI/I
ABTOMATU3HUPOBAHHBIX CUCTCM

[Mpuanuner GopMupoBaHHs TOJUTHUKH HH(POPMAIIMOHHON 0€30MacHOCTH B
ABTOMATH3UPOBAHHBIX CHCTEMaX

HOpMaTI/IBHLIe IIPpaBOBLIC AKThbI B obnactu 3allUThI I/IH(i)OpMaI_II/II/I

HanmonanbHble, MEXrocyJapcTBEHHbIE M MEXKIyHapOJHBIC CTaHIApTHl B
o0acTy 3amuThl HHGOpMaIK

PYKOBO,ZLHH_[I/IG 151 MCETOJHUYCCKHUC AOKYMCHTEIL YIIOJIHOMOYCHHBIX
(I)C,Z[epaJ'ILHLIX OpraHOB HUCIIOJHUTEILHOM BIACTH IO 3aIIUTE I/IH(I)OpMaI_II/II/I

OpFaHI/ISaHI/IOHHHC MCDBI 110 3a1IUTC I/IH(l)OpMaLII/II/I

Metoauku cepTU(DUKAIIMOHHBIX UCIIBITAHUNA TEXHUYECKUX CPEJICTB 3alllUThI
uHbOpMallMM OT HECAHKIMOHMPOBAHHOTO JOCTyHa M  YTE€YKH IO
TEXHUYECKUM KaHajaM Ha COOTBETCTBHE TPEOOBaHHIM IO OE30MAaCHOCTH
uHpopMaluu

ConepxcaHI/Ie U TOpAAOoK JACATCIBHOCTH IICpCOHAJIa IO SKCITyaTallun
3AIMUIICHHBIX aBTOMATU3UPOBAHHBIX CUCTEM U CUCTCM 3alIIUThI I/IH(I)OpMaI_[I/II/I
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Apyrue
XapaKTCPUCTUKHU

3.4.2. TpynoBasi pyHkuus

Omnpenenenue yrpo3 0€30MacHOCTH YpoBeHb
Haumenosanne | mH(pOpMAIIUU, 00padaThIBaeMOM Kon D/02.7 (oypoBeHs) 7
ABTOMAaTHU3UPOBAHHON CHCTEMOM KBasHUKALIH
IIpoucxoxnenu BOH HMCTBOBAHO U
POUCXOXKIIEHUE TPYIOBO Opurmman X 3auMCTBOBAHO U3
GbyHKIIIHU OpHUruHasa
Kon PerucrpanmonHsIit
opuruHaia HOMED
npoeccHoHaNBHOTO
crapgapTra

TpynoBbie nelCTBUS

dopMupoBaHUE pa3/eiIOB TEXHUYECKUX 3aJaHUi Ha CO3/1aHUE CHCTEM
3alUThl HH)OPMALIMK aBTOMATU3UPOBAHHBIX CUCTEM

Pa3paboTtka cucreM 3amuThl HHOOPMALIUKA aBTOMATU3UPOBAHHBIX CHUCTEM C
Y4E€TOM JIEMCTBYIOIIMX HOPMATHBHO-IIPABOBBIX TOKYMEHTOB

Omnpenenenre KoMIiekca Mep (IIpaBuil, MPOUEAYp, MPAKTUIECKUX PUEMOB,
PYKOBOJSIIUX MPUHIUIIOB, METOJIOB, CPEACTB) ISl 3allUThl MHGOpPMaIUU
ABTOMAaTHU3UPOBAHHBIX CHCTEM

OnpeneneHne OEHKH BO3MOXKHOCTEN BHEIIIHUX M BHYTPEHHUX HApYIIUTENIEH

PazpaboTka MOJICITH yrpo3 0€301acCHOCTH nHpopmaruu
aBTOMAaTH3UPOBAHHOM CHCTEMBI

OGocHOBaHWEe  Tepe4yHS  CepTU(QUIMPOBAHHBIX  CPEJICTB  3AIUTHI
nH(pOpMaIIUK, HEOOXOTUMBIX IS CO3JaHUsI CHCTEMBI 3alUThl HHGOPMAITIH
ABTOMATH3UPOBAHHOM CHCTEMBI

Anamu3 TpeOOBaHMH K HA3HAUCHWIO, CTPYKTYpe U KOHQHUTypanuu
CO3/1aBaeMOll aBTOMATH3MPOBAHHOW CHCTEMBI C IIETbIO BBISBJICHUS YIPO3
0e30macHOCTH HHGOPMAITIH

Onpenenenue CTPYKTYPHO-(YHKIIMOHAIbHBIX XapaKTEePUCTHUK
MH(OPMALIMOHHON CUCTEMbI B COOTBETCTBUHU C TPEOOBAHUSMHU HOPMATHUBHBIX
MPaBOBBIX  JOKYMEHTOB B  00JacTd  3aumMThl  HMHQOpManuu B
ABTOMATU3UPOBAHHBIX CHCTEMAaX

Heob6xonumblie ymeHust

[IpousBoauTs  BBIOOp  MPOrpaMMHO-AMMApPaTHBIX  CPEICTB  3AIIUTHI
uHdopMaluu AN HMCIOJB30BAaHUS HMX B COCTaBE aBTOMATH3UPOBAHHOMU
CUCTeMBl C IIeNbl0 ofecmedeHus TpeOyeMoro YpOBHS 3allUIIEHHOCTH
nH(pOpMaLUK B aBTOMATU3UPOBAHHON CHUCTEME

dopmMupoBaTh MNEPEYEHb MEPONPUATUN TIO MPEIOTBPALICHUIO YIPO3
0e30macHOCTH UH(POPMALIK ABTOMATHU3UPOBAHHON CUCTEMBI

CI/ICTeMaTI/ISI/IpOBaTB PE3YJIbTAThI IPOBCACHHBIX HCCIeIOBaHUM

AHaJ'II/ISI/IpOBaTL BO3MOJKHBIC YSA3BUMOCTH I/IH(I)OpMaI_II/IOHHLIX CUCTEM

BEIIBIATE H3BECTHEIE YA3BUMOCTHU HH(bOpMaHHOHHBIX CHUCTEM

Pa3pa6aTLIBaTL MMPOCKTbI HOPMATHUBHBIX JOKYMCHTOB, PCrJIAMCHTUPYIOIIUX
pa60Ty 110 3alIUTC I/IH(I)OpMaI_II/II/I B ABTOMAaTU3UPOBAHHBIX CUCTEMAX

HeO6XO,[[I/IMBIC 3HaHUA

OcHoBHEBIC I/IH(I)OpMaI_II/IOHHLIC TCXHOJIOTHH, HCIIOJIb3YCMBIC B
ABTOMATHU3UPOBAHHBIX CUCTCMAX

OcHoBHEBIC KpI/IHTOFpa(I)I/I‘-ICCKI/IC MCETO b, AJIITOPUTMBI, IIPOTOKOJIBI,
HCIIOJIb3YCMBIC IS obOecrieueHHs1 OE30IMaCHOCTH B BBIUMCIIMTEIBHBIX CETIX
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[IporpamMmHO-anmapaTHeie CpeACTBa OOCCIEUEHUsS 3alIUThl HHPOPMAIHH
ABTOMAaTU3UPOBAHHBIX CUCTEM

CriocoObl  peanmu3aiuu yrpo3 0€30MacHOCTH B aBTOMAaTH3MPOBAHHBIX
CUCTeMax

[TocnencTBuUs OT HapyIIEHUS] CBOMCTB 0€30macHOCTH HH(pOpMaIH

OcHOBHBIE yrpo3bl 0€30MacHOCTH MH(POPMAIMK W MOJIENN HApyIIUTENS B
ABTOMATHU3UPOBAHHBIX CUCTCMAX

HaIII/IOHaJII)HI)IC, MCKTOCYAAPCTBCHHBIC W MCKIAYHAPOJHBLIC CTAHAAPTHI B
oOnacTty 3amuThl HHGOpPMAITIH

PykoBomsmme U METOAMYECKHME  JOKYMEHTHI  YIIOJHOMOYEHHBIX
(henepanbHBIX OPraHOB MCTIOJHUTEIHLHOM BIACTH MO 3aIUTe WHPOpMAIUU

Metonukn cepTH(GHUKAITMOHHBIX UCTIBITAHUN TEXHHYECKUX CPEJICTB 3aIUTHI
nHQOpMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIa M  YTCYKH IIO
TEXHUYECKUM KaHallaM Ha COOTBETCTBHUE TPEOOBAaHMSIM MO O€30MaCHOCTH
nHdopmanuu

MGTOI[I)I 3alIUThI I/IH(l)OpMaHI/II/I OT HCCAHKOHWOHUPOBAHHOI'0 JOCTyIIa H
YTCYKHU 110 TCXHUYCCKHUM KaHaJIaM

[Ipunnunsr  ¢GopMuUpoBaHHS U pealu3alli MOJUTUKUA O€30MacHOCTU
nH(hopMaluy B aBTOMaTU3UPOBAHHBIX CHCTEMAX

HApyrue
XapaKTCPUCTUKHU

3.4.3. TpynoBasi pyHkuus

HaumenoBanue

IIpoucxoxnenue TpynoBon
GbyHKIIMN

Pa3pa60TI<a APXUTCKTYPbI CUCTEMBI 3allIUTHI Yposerb
UH(OPMAIMK aBTOMAaTU3UPOBAHHOMN CUCTEMBI Kox | D/03.7 | (noayposens) 7
KBaJM(DUKAILU
3aMMCTBOBAHO U3
Opurmsan X MMCTBOBaHO
OpHUrHHaja
Kon PerucrparmonHsrit
OpHUrHHaja HOMep
npoeCcCHOHANBHOrO
cTanmapTa

TpynoBbie necTBUs

[IpoBenenue oueHKH MOKa3zareneil kadecTBa U A(PGHEKTUBHOCTH PabOTHI
BBIUUCIUTENBHBIX CHCTEM, HPOTPAMMHBIX U IPOrPaMMHO-aNMapaTHBIX
CPEICTB, UCIOJb3YEMBIX UIsI TOCTPOCHHSI CUCTEM 3allUThl MHPOPMAIUU B
ABTOMATU3UPOBAHHBIX CHCTEMAaX

HpOBCI[CHI/Ie TEXHHKO-PKOHOMHUYECKOM OLICHKH I_[eJ'IeCOO6p213HOCTI/I CO31aHuA
CHUCTCMBI 3allIUThI I/IH(bOpMaI_II/II/I aBTOMaTH3HpOBaHHOﬁ CHCTCMBI

Omnpenenenue mopsiaka o06padoTku HMH(OpPMAlKMKM B aBTOMATU3UPOBAHHOM
CUCTEME

(DOpMI/IpOBaHI/Ie pa3aciioB  TCXHUYCCKUX 3aJaHMi Ha CO3JaHHE CHCTEM
3aIIUThI I/IH(I)OpMaI_II/II/I ABTOMATU3HUPOBAHHBIX CUCTEM

Paspa60TI<a HpOGKTHOﬁ AOKYMCHTAIIUH Ha CHUCTCMBI 3alllUThI
ABTOMATHU3UPOBAHHBIX CUCTCM

Odopmiienne 3asBKM Ha pPa3pabOTKy CHUCTEMBbI 3allUThl HHGOpMaIUU
aBTOMAaTU3UPOBAHHOM CUCTEMBI

HeoOxoaumelie ymeHUs

Onpenenatb  KOMIUIGKC ~ Mep i oOecriedeHust — 0€30MacHOCTH
MH(OPMAIIMOHHON B aBTOMATU3UPOBAHHBIX CHCTEMAaX

BrisaBiasaTh YA3BUMOCTHU I/IH(I)OpMaI_II/IOHHO -TCXHOJIOTUYCCKUX  PECYPCOB
ABTOMATH3UPOBAHHBIX CUCTCM
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PazpabaTpiBaTh  MpPEUIOKEHUS IO  COBEPIICHCTBOBAHHIO  CHCTEMBI
yIIpaBJICHUS 3AIIUTH HHPOPMALIMU aBTOMATU3UPOBAHHBIX CUCTEM

[IpoBoaUTE BBHIOOP MPOrpPaMMHO-AMIAPATHBIX CPEACTB  O0OCCICUCHHUSI
Oe3omacHOCTH WHGOpPMAIMU  JUISI  UCIOJB30BAaHUST HX B COCTaBe
ABTOMATH3UPOBAHHOM CHUCTEMBI C IICJIBbI0 00eCIIeYeHUsT TPeOyeMOro ypOBHS
3aUIIEHHOCTH aBTOMATU3UPOBAHHON CHCTEMBbI

KnaccudunupoBare U OIEHUBATh yrpo3bl 0€30MaCHOCTH WH(GOPMAIIUU IS
ABTOMATH3UPOBAHHOM CHCTEMBI

Omnpenensite MHPOPMALMOHHYIO HHPPACTPYKTYpPY H HH(POPMAITMOHHBIC
pecypchl aBTOMAaTU3MPOBAHHON CHCTEMBI, ITOJIICKAIIUE 3AIUTE

Pa3pabarbiBaTh MoJienu yrpo3 6€301macHOCTH MHGOPMAaLMU U HapyLIuTeNen
B aBTOMATU3HPOBAHHBIX CUCTEMAX

Onpenensts 3¢ (HEeKTUBHOCTh MPUMEHEHHSI CPENICTB MH(OPMATU3ALIUN

Heo0OxoanMeble 3HaHUS

OcHOBHEIE I/IH(l)OpMaHI/IOHHI)IC TCXHOJIOTHH, HCII0JIB3YEMBIC B
ABTOMATHU3UPOBAHHBIX CUCTEMAX

CriocoObl M cpeacTBa 3allUThl MHPOPMAIMU OT HECAHKIIMOHUPOBAHHOTO
JOCTyIa ¥ YTEYKH 10 TEXHUYECKUM KaHaJaM W KOHTPOJS dPPEKTHBHOCTH
3aIuThl HHQOPMaLIUU

OcHoBHbIE cpecTBa U cIOcoObl oOecrieueHns: 0€30MacHOCTH UH(pOpMAaIHH,
MIPUHOUIIBI TOCTPOCHUA CUCTEM 3allIUThL I/IH(i)OpMaHI/II/I

[IporpamMmMHO-anmapaTHeie cpeAcTBa oOecreueHus 3aluThl WHpOpMaruu
ABTOMAaTHU3UPOBAHHBIX CUCTEM

[IpyHUMOBI ~ TOCTPOEHHS  CPENCTB  3amuThl  HWHGOpPMaUUU  OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIA U YTEYKU M0 TEXHUUYECKUM KaHajlaM

HanpioHaneHbIe, MEXKIOCyIapCTBEHHBIE W MEXKIyHApOJHBIC CTAaHAAPTHI B
00s1acTy 3amuThl HHGOPMAITIH

PykoBogsiiiue  uW  MeETOIMYECKHE  JOKYMEHTbl  YIOJHOMOYEHHBIX
(henepanbHBIX OPraHOB HCIOJIHUTEIHLHON BIACTH 10 3alIUTe HH(QOpMAaLUU

OpranuzanroHHbIE MEPHI 10 3alIUTe HH(QOpMaLIUN

MeTonpl  TECTHPOBAHMS WM OTJIAJKHA, NPHUHIMIBI  OPraHU3AIHH
JOKYMEHTHPOBAHHUS Pa3paOdOTKH, MPOIecca COMPOBOXKIACHUS MPOTPAMMHOTO
obOecreueHus

HApyrue
XapaKTCPUCTUKHU

3.4.4. TpynoBasi pyHKkuust

MopenupoBaHue 3aIIUIEHHBIX

ABTOMATHU3HUPOBAHHBIX CUCTCM C LECJIbIO aHAJIM3a UX yPOBeHb
HaumenoBanue r Kon | D/04.7 | (momypoBeHs) 7
ysI3BUMOCTEH 1 3((HEKTUBHOCTHU CPEACTB U KBATH(HKAIHH
croco00B 3alUThl HHYOPMAIIH
IIpouncxoxaenue Tpyao0Bou 3anMCTBOBAHO U3
P A pyA Opurunan X
GbyHKIIN OpHUrHaIa
Kon Perucrpaunonsslit
OpUrHMHaNIa HOMED
podeCcCHOHaTHFHOTO
CTaHIapTa
pr,Z[OBBIC ﬂeﬁCTBHH Pa3pa60TI<a AHAIIUTUYCCKUX nu KOMITBIOTCPHBIX MOI[CHCﬁ
ABTOMATHU3UPOBAHHBIX CUCTCEM nu IIOACUCTEM 6C3OHaCHOCTI/I

ABTOMATH3UPOBAHHBIX CUCTCM
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I/ICCHCI[OBaHI/Ie AHAIITUTUYCCKUX u KOMIIBIOTCPHBIX MOI[GJIGI;'I
ABTOMATHU3UPOBAHHBIX CHUCTEM u noaCHuCTEM 0e30macHOCTH
ABTOMATHU3UPOBAHHBIX CUCTCM

PazpaboTka Monenu yrpo3 OGe3omacHOCTH WHGOpPMALMK M HApyIIUTENeH B
ABTOMATHU3UPOBAHHBIX CUCTCMAX

Hccnenosanue IIPOTPaMMHBIX, APXUTEKTYPHO-TEXHUYECKHUX 51
CXEMOTEXHUYECKUX PEIICHU KOMIIOHEHTOB aBTOMaTU3UPOBAHHBIX CUCTEM C
LENbI0  BBIABJICHUS  MOTEHIHAIBHBIX  YSI3BUMOCTEH  0€30MacHOCTH
nHGOpPMAIMK B aBTOMATH3UPOBAHHBIX CUCTEMAaX

Ananu3 nHGOPMAIIMOHHON HHPPACTPYKTYPHI M O€30MAaCHOCTH HH()OPMAIIH
ABTOMATH3UPOBAHHBIX CHCTEM

PazpaboTka mpeniokeHuid 1Mo COBEPIICHCTBOBAHUIO CUCTEMBI YIIPABIICHUS
MH(POPMAITMOHHOM 6€30MaCHOCTHI0 ABTOMATU3UPOBAHHBIX CHCTEM

Heobxonumblie ymeHust

Boimonuate cbop, 00pabOTKy, aHaiu3 W CUCTEMAaTH3alUI0 Hay4yHO-
TEXHUYECKON MHPOpMAIMK B 00JIaCTH 3aIIUTHI HH)OpMALH

P33pa6aTI)IBaTI) U HCCICAOBATH MATCMATHYCCKUC MOJICIN KOHKPETHBIX
SIBIICHUH U MMPpOUECCCOB I PCHICHUA PACYCTHBIX U UCCIICAOBATCIIbCKUX 3a1aY

[IpuMeHATh MaTEMaTHYECKUE MOJIETN TIPU TPOEKTUPOBAHUY CHCTEM 3aILMTHI
nH(pOopMalUi aBTOMaTU3UPOBAHHBIX CHCTEM

[IpoextnpoBats u peanu30BbIBaTh MOJINTUKY 0e301acHOCTH
BBIYMCIIUTENBHBIX CETEN
AHanM3upoBaTh OCHOBHBIE XapaKTEePUCTUKN u BO3MOKHOCTH

TEJIEKOMMYHUKAIIMOHHBIX CUCTEM IO Nepenaue nHhopMaluu

Heo06xoanMele 3HaHUS

MeTOI[BI U TCXHOJIOTUH MPOCKTUPOBAHHA, MOACIMPOBAHUA, UCCIICAOBAHUA
CHUCTEM 3alIHUThI I/IH(bOpMaHI/II/I ABTOMAaTU3HPOBAHHBIX CUCTEM

OcHoBHBIE yrpo3bl 0€30MACHOCTH MH(POPMAIMK U MOJEIN HapyIIUTEs B
ABTOMATU3UPOBAHHBIX CHCTEMAaX

OcHoBHBIE MEpHI 10 3aIIUTe UHHOPMALIUMK B aBTOMAaTHU3UPOBAHHBIX CHCTEMAX

HanpoHaneHbIe, MEXKIoCyIapCTBEHHBIE W MEXKIYHApOJHBIC CTAaHAAPTHI B
00Js1acTH 3amUTH HHGOPMAITIH

PykoBopsiiue  uW  METOIMYECKHE  JOKYMEHTbl  YIOJHOMOYEHHBIX
(henepanbHbIX OPraHOB HCIOJIHUTEIHHON BIACTH 10 3alIUTe HH(DOpMALIUU

OCHOBHBIC KpI/IHTOFpa(i)I/ILIeCKI/Ie METO/JHI, AJITOPHUTMBI, IIPOTOKOJIbI,
HCII0JIB3YEMBIC JJI 3allIUThI I/IHq)OpMaHI/II/I B aBTOMAaTU3HUPOBAHHBIX CUCTEMAX

[IpyHIMOBI ~ TOCTPOEHUS  CPEICTB  3amuThl  HUHGOpPMALUU  OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIA U YTEUKU MO0 TEXHUYECKUM KaHallaM

[TpuHIMTIBI TOCTPOCHUST U (HYHKIIMOHUPOBAHUS CUCTEM M CETCH mepenavu
nHpopManuu

Jlpyrue
XapPaKTCPUCTUKHU

IV. CBenennsi 006 opranusanusix — pa3padoT4yukax npogeccuoHaAJIbHOI0 CTAHAAPTA

4.1. OTBeTCTBEeHHAsl OPraHU3ANMUA-Pa3PadOTUYHK

Acconmanys 3ammThl HH$opMmanuu, ropo Mocksa

[Ipesunent

Jloce Bnagumup IlaBnoBuy

4.2. HanmMeHOBaHUs OPraHU3anuii-pa3padoTYNKOB

‘ 1 ‘ AHO JIIO uentp nosbimenus kBanuduxammu «ACy», ropon Mocksa
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2 | Acconmanus npeAnpusATHHA KOMIIBIOTEPHBIX M MH(OPMAIIMOHHBIX TEXHOJIOTH, Topoa MockBa
OI'bY «BHUMU tpyna» Muntpyna Poccun, ropox Mocksa

4 | ®YMO B cucreme Boiciiero oopazoBanusi no YI'CHII «udopmannmorHas 6€301macHOCTEY, TOPOT
Mocksa

w

1 O6mepoccuiickuii knaccupuKaTOp 3aHATHIA

2 O6umepoccuiickuil KIaccuGUKaTop BUAOB SKOHOMHYECKOH IeITeNbHOCTH.

3 EuHblil KBaTM(UMKAIMOHHBIN CIIPABOYHHUK JIOJKHOCTEH PYKOBOAUTENEH, CHENMATMCTOB U CITy/KAIIKX.

4 O6mepoccuiickuii K1accupukaTop Ipodeccuii pabourx, JOHKHOCTEH CITYKAIIUX M TAPH(PHBIX Pa3psIoB.

> O6mIepocCcuiicKuii KIacCH(PUKATOP CHENUATBLHOCTEN 0 00pa30BaHUIO.

® 3akon Poccuiickoii ®enepamuu ot 21 moms 1993 1. Ne 5485-1 «O rocynapcTBeHHoii Taitne» (Poccuiickas rasera, 1993, 21
cenTa0pst; Cobpanue 3akoHoAaTebCcTBa Poccuiickoit deneparmu, 1997, No 41, cr. 4673; 2022, Ne 32, cr. 5809).

" O6mepoccuiickuii KIaccu(pUKaTOp CHENUaTbHOCTEN BhICIIEH HaydHOH KBaTH(pUKALIIH.




